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I GENER*IL 


Scop-3 oi byrvoy 


This survey covers somjnuzjdLcat'iosia iii^elligesfissp consnunxcavions 
sscurityg ©lectronics intelligenoQp and thair relationship 'to the 
intslligenea eosanimityo The substance of this report is classified 
£3 a special category of TOP SECRET and the contents piust not be s’ep 
vealsd to anyone who has not been specifically cleared and indoctrin® 
ated ts s’eceive comnunications intelligence o These papers ehoxiid be 
handled and stored separately fitjrn c'c-hsr TO? SiCidCT maiferiaxo 

In Gcooi'ipllshing ti® survayy th® task force endaavored to .assess 
the value .and necessity of tha corrivramicatlQns intslilgence effort 
noif balng ©xarfcsd by th® United Statss and id3p.t2.fy and analyse major 
■DTobl^ma whose solu '"1X011 re^^uirss s^ttesnsl soticns 4*0 b® \ 3 s. 6 Xi isi ojd®j 
to obtain inaximusi results mlth iainirauEi espe*iditure 3 of tiiiis^ personnel 
end money o 

In the course of this survey^ a staff toam visitsp. tf^ hationaX 
Security Agsncyj the Amy Security Agency-, ‘the Naval Security Group-, 
the Office of Special Operations of the Department of Defe-nss^ th© 
Offica of Aasistant Chief of Staffs C- 2 , of ths Army^ the Offic© of 
Naval Intalligsnasac and ths Offic© of Air Pore© Intalligsnss in 
ington^ DoCaS th© Vint Hill Farm Station in Virginia^ th-s Air Force 
Security Service at Kelley Air Force Base at San Antoniop Ts:!;a 3 j and 
ths Air Force Technical Intelligoncs Center at VJright>?aut©rson Axr 
Fore© 3 as 0 at Dayton., OhlOo On© ms©mbsr of th© tsam mad© a trip to 
Surobb uibifears of th-a task foi'cso Humorous briefings were given 

the tssm and a fer greater nunbar of individu.'als wsra individually 


intorview^., Th© teism spent most of its tima with NSA, vi3it2Jig all 
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©chelons from the Directri* to tlie viorkiiig levels o In all^ more than 
c'OO xiidivlduals talksd to the t<3Erii in varying ctegrass snc!. ts3.cb 
viewed by the taaao 

D efinitioa of Communications IntelllgenQO 

Before proceeding furthers wa should define the subject of this 
diseussiono ”Gomnunicationa intslligencSp” eorjnonly knoi^n as COMINTs 
aa used hereins is defined to mean all procedures and methods used in 
the interception of telseomsiunicationSp the obtaining of infomation 
from such ccnMunicaticns by other than the intended rscipientsj, and 
the p 2 'oduct thus obtained o 
Flia torlsal Development of COi'I INT 

The GOMINT effort of the United States today is a vast undertakxng 
whose estimated cost appr ate s sn annual e.i?psndi tars oi about 


• \h''- 


25X3 


This modem giant grown through 
natural evolution from s^uits modsst beginnings o Iii 3-s sn ofj.spriii^ 
of our electrical arJi electronic agso Rudiments of the art ware 
devsiopad In the Civil Vlar with tlia secret tgppinge by both side's^ of 
•telegraph lines » The use of radio comiaunicattonSj howevsrj in VJorld - 
War I probably marked the beginning of modern COMiUTt, 

Following World War Ij the Army and tiavy^ in separate ope rationed 
began to -intercept radio communications of foreign nations and to 
study and develop the related field of. cryptologyo These operatxoas 
wars con'tinusd on a very modest scale until "Mha outbrea-< of World 
VJar IX % 7 hnn tha Army and Wavy each rapidly eicpandsd its afxort.3» iha 
■Jartir.a effort was autst&idirigly suacssaful and constituted a most 
valuable eleiaant of nllitaz'-y intelligence* The wartims eiperiancss 

pb;lnted out^ hcwsverg the need for coordination between the two services 
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of ’tGCh.nl.csi izif ontisiiioTi of vslu© xn tdis dsCi’ypxxoH ox iiiwSACsptsd 


M 


Such voluntary cooperation as vias developed during the war was ob« 
viously inadaquatSo After the cassation ox hostxxitiesj the Army and 
Navy combined forces to fora the Armed Forced Security Agency (A.SSA)o 
This was a rather loose federation in which the dirsctor did not have 
operational controlc> Despite his lack of authority ^ consider^l© 
progross was made in bringing aoout som© sooi^iinstxon of effort befewscsn 
the two serriceSo A.s ths ex'periencss of Ai?oA indicated greater bens^ 
fits to ba derived from a txxily unified operation whicii AFSA was unabl® ■: 
to develop with its limited authority^, and in view of the development 
of sn Air Force C<1-'INT activity which was ccmpletaly dissociated from 
AFSAj a su 3 ?vey of the sitxiation was made by a speeia.L aommxttee ap-= 
pointed by the Prssideiitj, icnovm as the Brownell Gaminittse<, The r©ccm= 
mendationS of that conxiiittea were fo3.1owed with only minor variatxons 
and the present organisation of ths National Security Agoncy^ togstixcr 
mth the policy board struct’xra t-o guide itg hes new been in oi^ration 
for more than two years o 

Ths COMINT effort has grcF^n undar NSAo Th© nuirber of intarsspt 

Today about 25X3 


positiona has increased, iii two yeaxa from 


Kcssagas are intercepted each rcontho The dally receipts 
of ‘this traffic arriving by air courier :m Washington amount to about 

groups of 


on® ton of paper itA addition to ®ppX‘o:sims'fc©ly 

— [tniTi'^wrn r ' i 

ancrypt-sd radio traffic o 

Estimates of intalligense agencies as to the psrticn of fi.n3,shsd 
intslliganca which is dorivad from COMINT vary fx-cm IQ psrsssnt to 

p^:rc©nto Altiiough these eatimates indicate that an iaportant ©leivsnt 


25X3 
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of some fields of intelligence is depfindent. upon COMU'sTj, the moat 
sifcnlfisant fact appears to be that the intelligsns® cotsrj:ji5.tyj> 
out. eKcaptioiis was emphatic ths.t the COMIMT product should not ba 
diniirtishedp butjon the contrary, should be increased, if practicable .» 

Tile present COMINT effort, mansaoth as It is, does not accomplish 
or even approach a complete interception of all foreign radio traffic o 
Tha program ncfw in offset calls for an iuarsass from 


raamad Intercept positions by toe and of fiscal year 19p?» This in=» 
creas© ■still will not permit coriiplst® coverage, but it should cJ.oss 
scsie imo-ortant gaps in the prsssn't covsreigso The wioespraad depsndenes 
of the modem world upon tslscorsmunications, the continuing stats of 
cold wa 2 ’, the rigid contmls of th® police st-n’&as of tte Gemmunist 
omitp sid the lack of other dapendablo info-fraation -shich -would disoXoss 
the capabil-itiea snd in-bentions of our ads-srsaries eombins to create 
the nocsssi'ty for a large^scals COMINT opsrationo Today, ebcut 


indi'viduals are engaged in the coll®Gtion, en3ly3i.s, sno dis t-ri.bu fcion 
of COMINT o This organisation suppXsrusn'fcs other sources of Intolli^S-snse, 
inc3,v<ding covert and overt activities o It eonstitu'tes a xorm of in= 
suro-uca for tha United Sta'tss wnsroby it is hoped end ©sp'scvfQd toa-» 

Sor-is edvance warning ■will b© obtained cancQrnir>g hostile acts end in® 
•ten’tion#, on a lax’gs seale, of ■the Soviet orbito 
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cpnan-onications security operations is graphically portrayod aboimo 
The basic directives setting up tM-S structure ara containsd in National 
Security Council intelli^ensa Diracti'im Kiunber 9 (NSGID Noo 9)e dated 
Daseinber 29} 15p2, for coianunicationa intalligexice and National Sevuri’^y 
Council Directive Nuraber 168 (NSC 168 )^> dated October 20j> 1553j) for co?i«' 
miinications seeurity'a Ttess dirsctivea resulted from the Brcrnn&ll 
Coireftitteaq 

In this structure j it uas intended that the Spocial Comniitte® for 
NSC act upon basic policy matters and resolve disagrasrasnts which arise 
vfithin the two policy boards under itj it acts as the ultlmat® arbiter 
in coruaunicaticna intelligence and security mattarbo Th® Gomjnunisattoss 
Intelligensa Board (USCIB) roceivas for Ita guidansa ‘che atatamsnts of 
National Intelligence Oajsotives and Rsquirsman'ts foraula-tad by the 
Di.rector of Cantral Intslligencs after concurrar.c® by tiie IntslligsnCQ 
Ad‘vlaory Goiisait'teSo IBCI3 thes^eupon publishes a Kuiter Esquii'emsnts 
Listi with supplements, which Is intondad to bs "the basis for NSA inters 
capt operations 6 

Tha Saeretary of Defense is dasignatad as the executiva agent 
under the two policy boardSo Ha has, in turn, delagatad his authority 
rs’.lating to 'direction and control of tha opa rations of NS a to the 
Assistant to the Sscratary of Defense (Special Operations),, and the 
Office of Special Operations eonstitu’fcss the link betwaen the Department 
of Defense and the National Security Ageiicyo NSA is the agency which 
eseeutes or imploms'nta 'the directives and raissions which are han.dsd 
down to Ito Through tJie Office of Special Operatioiis, the DirastoTjp MSA 
®an, whan appropria'ts, express his views directly -fco the top echelon 
witnin tho Dapartmsnt of Dafensso 
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Ths Eta-tements of WationaJ. Intsllipenes Objectives ar?,d xiequirsirisn-^ 
ave bjr the Eirector of Central Intalligencsa with consurrenea of 

tr.Q Intelligenca Advisory Cowxtsit'teep in. broadj, general termsj> but thsaa 
do no.t specifically state which agency shall do xfhat particular task 
in the collection of information^ E ach department and agenc y, therefore-, 
wakes its own decision as to i-rhat effort ^ shall devote towaiti each of 
the intslligenes objectives and requiremsntso 

USGIB has endeavored to cover all objectives and requirements with 
COMIHTg but has been unable to cover the rsqulremsnta in statewsrit© ox 
epeeific tasks to be accompl^-ohed by NSAo In precticsp N3A receives a 
statement of objectives and priorities from USCIB which esnpara-s* In bulk 
witli: t-hs Washington telephone dirsctoryo The basic guidanca which NSA 
thus recaivas from USCIB id a Mas'fcer Requirswen'^ List sdiich require® 
itSA to provide exhaustive information on every conceivable oubjests. It 
takes no eognisaneo of tha capabilities and limitations of NSA and rs° 
QTissts information far beyond the capability of that aganeyo It is 
ampljjried by eight Information Requij:^.men-ts Lists o 

USCIB is aware of the difficulties imposod on NSA by the scops of 
the Master Requirements Lists and Information Rsquirem.snts A3.sta wh3.ah 
have been furnished that agency axid- USGIB ha.s^ in recant months^ at- 
•bomptod to formulate more adequate guidance for NSAo It is too early to 
dotormin® whether the new dirsctivss will ba adequate o 

Sscause of the fal3.ura of USCIB to provide a c lear cparations 
for th® Directs?.?^ NSA, it Ime davolvad upon rsprsasntativss of the :lxitel- 
ligen^s ecwmun5.ty and MSA to . develop at the. working level a plan for 
the interssption and analysis of COMINTo Tills has provad to b® unsatis=» 
factoryo 
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Coiisa'UB.xca'fcio'ns intielligenc© sud eo?ru'!iUM.caiixoH3 ©scurl'fey 6j.q 
roiogaised as rslated facets of telesoimuiicationSj, yst policy 
ansa is de’^ermined by two boards “ the Uo So Cosnmunxoaticns Ini.alligsnca 
Board for jjitslllgeaca and the Ifo So Coi;3^iun3.catiQns Board for 

sscuritjo Agency meiabership on both boards is ssaentiaoJ-y tte sem©j, 
eept that AEG and Treasury are renibars of the US 033 but do not particlpa*^ 

i 

on USCIBo A single secretariat services both boards and NSA is ths itn« 
pleir^nting agency for both ccCTiunications intelligence al^d cosnunications 
sgcurityo 

II ORGANIZATION AND OPERATIONS 
QraGT).iaation of the Natioasl Security Aggngy 

NBA la the cigenay ^ich s3:ecutQS or implesTiantSp 5>n accordance with 
dirscti'v^s fro'w the policy maljing boards ^ the assigned ccinmu:;iica«lcns in- 
islli^snce and security tasks and raissiona^ midar the directxon of the 
Seoratary of Defense (OSO)o The agency is headed by a Dirswor^ cup=” 
rently a llsuteasnt general j Uo So Anayo It Is eompossdp in endltion 
its headquar'fcerSi, staff? and support personnel? of three ma^o-r ©lernsn-fe^’ 
covmranications intalligencsj, coTisaunlcations ascurityj, and research ardi 
daTeloprftent? each \indei’ a Deputy Dirsctoro 

The agency at this time is located in three places <=> one part Is 
co-locatad tri.th the Na-val Security Group on Nebraska Avenue? VTashington? 
Dr-Co^ and a sesond part is located with the Amy Security Agency aw 
ArltUigton Hall S'tation? Arlington? Virginiao Tiio NSA is badly o?er= 
crewdad in this situation and Is consaquantly forced to operat® a shift* 
frcB! sboTit h PoX&6 to midnighto This unsatisfactory condition will be 
ramadiad when tha NSA is laovsd to Fort Narylajsi? wh^rs barracks 


ani 


OF SECRET „ 



:^AF6©P81®aag69Rfififi90f)(»aflOit€OPQd in 

Januaa-y 19$$o ^’ha mova to Fort Meads should hs completad about Daesmbar 

19560 

Ths National Security Agency ia priistariiy a produssr of information 

^awwiM ii e wnH i m i i n 1 

&a dlstlnguiohed from S's'aiutS.isa^ integrated intsiligenaso Xts position^ 
theic^for©^ is that of a ssrrics agency to^, not & inembe^r of g the 1.5- I 


tslligence coranunityo Th® Dlrestor deri^as his missions from the int»sl° 
ligsnce community as represented in USCIB (the Dxres'bor of NSA is also _ 
a member of that board) o The broad mission of NSA in tna COMINT fisXd 
is to intareapt trsnsmisaioas emanating from foreign scurtieSf, to process 
that intercept (including decryption and translation) and to disseminate 
th 3 proeassad COMINT to authorised elements of the intsUigonoa eoTjmrunityc 
It 5.3 a facts, however^ that NS.a does produce for the intolliganee 
Gommunity more tlian ta’ievaluated rs? matsrialo Due to tha tremendous 
rolumsS of irstii-rffopt matorialp NSA must winnow out a great deal of it a.s 
wojrt-lxlcsss - this is a prossss of -3-i7aluationo Bsaauas of ii-n siaturs of 
much of the intercept, NSA also compiles studies which rapa^asant tha as- 
eumulatsd knowledge gais^d from a mass of individually insignificant mas- 
aageso This^ too^ invol\<^s ©valuation of th® material and ths deduction 
of conclusions? it is don® by NSA rathsr than by merabera of ths intsillo' 
genca commun’ty simply as a. matter of s3Cp©disneyo Kagardlass of tha 
fact that NSA ssonducts aoras iatelligenc© processings tha rssipisnts of 
its product or® rssponslbla for its ©valuation in ths light of such 
othar information as may b© availt^ls to thsm© 

Tha Diroctor of KS.A is not a visvber of the Intelliserjca .Advisory 
Coifsiitteso H© ie atrongXy of the opinion^ liowsvojfj that, n® aaould bs at 
Isiust a non-votii'ig resmbai-’ in order that ha mftght understand ths raoti.v®.3 
aid reasons back ,of ths directi vss hs racaiv^s from USGIEp to assist iii 
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his ar'Csrciae of judgment in the ds,y=to=<la 3 r decisions i^rhich must ha 
made ±n 3 jr, piemen ting the feiroad directiTos and prioritj^s rscaiYsd 
from USGIBo 


COMDIT OperatioTi^s 

Tlis COMBIT laissiona of N3A consume its ma^or sffortf, both as to tfe 
nuiabes’ of pesrsons engaged and as to ths funds involvtsdo VisTtuaD ly a l l 
NSA personnel are located in the Washing tons ^oCo ai-sa^ subordinate head® 
quarters^ relativaly oitiall^ are located in the United Kingdorag Europe^, 
Alaska» th® Far Easts and the Pacific (Ha"^ 7 aii)o The actual int©reepti©n 
of tslsceramunicaticna is aecoraplieh^d in the fioid, almost entirely 
o-?ersQe^ (including Alaska),^ by elements of the Army Security Agency 
(ASA)^ tha UaTal Sacurity Group (KSG)j and the Air Force Sacurity Ser® 


vies (AF‘S3)o 

Those eryptclogic services in October 19^2 maintarnad 


msn2®a 


poaitiens^ which nvmi>ar had bssn increased in Wovembsr 19$h to 
and is planned to reach 


in June 19S7<> These positiona are prasently 


groupsd in I lintarcopt stations which vary in sisa from a 

single position to as many aa | [ positions of various tjq^ss eap^la of 

radio printer^ 


copying manual or automatic Morse transmissions^ 
radio t-slatypa^ and voicao About 


eeparats msssagaa aro 


int©r. 30 pt 0 d every month in addition '"io about an ©qual amount of oparators’ 

I 

p 

chatter and other tranamisaion© which are not strictly nasssagaSo Tiss 
vast bu]iJ: of this traffic 3 amounting to 


bf paper per dayp 


is Esnt to Vlashington by air ccurlsrp Traffic <5f a more urgant nature 
la sent to Vlaahlngton by radioo Ths NSA comriiunications cerhier haa l | 
direct on-lins circuitSo ■^d.thl Istations or headquartars having othar 


direct on-line circuits j, which thus connact NSA. with a total of 
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S'&a'fclons oj* l'iesd<^'ua2’'be*^o Ixi Octobsy i9^2p che NSA coiPJ(!U5ii4.cs.i<xoitS 
cent-sr hEadled a daily average of about 932jCOO groupsp and 3_n OcuoDer 
of about IjSTlpOOO groups , NSA receives or sends about 70 per-* 
cent of all encrypted traffic flowing in and out of WashingUmo It is 
expected that the personnel strength of the fotir cryptologic organise 
tions on Jma 3 Op 1955 will be 


range Soviet air force 


25X3 


Th© Dirsctorp NSAp is authorised operational and tecMieal cental 
and such acLniniatratlva control as he deems nacsssar^-' over the cryptologxe 
units of fciia three serviosso Ks has delegated operational control aSd 
responsibility for processing the intorsept in soma inst^ces to a major 
crjrptologlc organization of each of the tteee armed services in Europe 
and In the Far Kasto He also has delogatod responsibility for tne long" 

to the Commanding Gensral^ U<. So 


25X1 


Air Force Security SgrvicSj) togoth^r x-Tith operatlonaJ. control over spesi” 
fied Anr Fores cryptologic units designa'tad for that ourpose<, Viith 
that one excaptionp nsither operational ordsrs to the elements in -uhs 
field nor the nssssagss xijhich they intercept are passed through the hsad- 
quarters of Army Security Agency^ Naval Saeus’ity Group^ or Air i?orco 
Security Servicoj, which mal«©3 those headquarters administrativQ;> not 
operationalo It ia the plan of the Directors NSA, to effect further 
docan trails avion as rapidly ae the elements in the field are sx:ffiGisntly 
trained snd equippedo Approxima-tely txfelve processing problems have been 
given to various stations and groups located cuusida convinenual Jnitsd 
3l-,at33c The purpose e;? dscentraliaation is to process intercept mauerial 
as far fOiVTard as practiaabls in order to ©xpedivs dslivary vo xiald cc;:.'® 


to reduce 


11 

mr^Q ii irr»tD'C’ff' 
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the voIuTsa of electrical coiomtanications to and from VJaah-ingtono 
trallsation of processiiig has the effeot of delajdng ths raceipt in iI-Sl 


of the traffic xfhich is processed og^arseas and it results in sons dup- 
licati.on of ©fforto Koweverg the advantages of decantraLiaation of pro- 
csss'jng to stations which are capable of performing that function appear 
to outwsigh the disadvantages in that ths economies of eantralizsd prc«= 


cessing are less important than the reduction in timae of delivery of • 

I 

formation to tixe field commanders concamsclo Furthermore ^ the raduesd 
burdsn on comjiiunicatlons to and from VJashingtcn would provide economie-s 


of considerable importanes?) 

i Th.e matter of operational control over intercept units appears to be 

I ths only ser-ioua point of disagreement bet^jesn members of the intelligenea 
• community •* specific ally the Narry a^ad the Air Fares ° on the one hand aM 
NSA on the othero Ths chiefs of isvfcelliaense of tSis Navy and the Air 
Forea havs expressed a desire that MSA issue only missicn-’type orders to 


the chiefs of the three cryptologic aarvlcsa and that oparat5.onal control 
of the intercept units (with certain positions reserved to NSA control ) 
remain with those servioaso It was, howsvar^ such a relationship in 
the Armed Forces Security Agency (AFSA) that demonstrated the need for 
the rs organisation resulting in the creation of NSAo The change in 
operational control proposed by offi{3ers of the Kavy and the Air Fore© 
Ignores the confluence of servlca Interest in intercept frsqv.enciss as 
illustrat-ed by the f ollc''J‘.lng : 
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primary Isiterest in OOHniTj (3) cpsrations are not economical or ef=> 
feetivs when sorn® SoTiet liiika have 'to ba copxs^/ twro or uhree and 

others not at all? and (U) NSA alone has the neesssary machines end the 


technically qualified personnel to process soms of tha more eophis'&icated 
intercapto The present organisation is designed to give field coBimander® 
the Information which is of concern to thsm directly from the intercept 
ijnit which receives or first reads the intercept at the same time that 


the information is passed to WSAo The point from which sneh infomaulon 
la disssmina't®d|) through Special Saeurity Officer channels ^ is the point 
at which the intercept is processed, and, under ths NSA plan of desantral” 


Izationi, is ths farthest for»ward practicahleE, which is determined by ths 
aval-lability of qualified personnel plus the degree of sophiats-catlon of 


the intercepted systemo 

The Director, NSA, exercises 'operational control over the selec'&xon 
of locatior^ for new intercept stations, but hea not conductsd inspections 
either bafore or after installation of tha intereept Sua.oions and there 
sesms to b® a question as to wliether ha has autho:d.ty for such inspectionso 
Some fixed stations have been laid out in ths past, especially in ths 


period before establishment of NSA, in such manner that maximum effisisasy 
in intorcaptlcn is not attainable o Loss of efficiency has been brought 
about 3 ^ soma instances through establishment of a station intended to 
serva bo'lh for normal service traffic and for interception of COi'IHir 
traffic 0 In o-aisr instances, the intercept mi.ssiona have been chan^;e4 


to directions for which the original layout was not intendedo NSA and 
the cryptologic serrvices arce awas’s of 'chsss and o'ther ’technical problems. 


but difficulties have been encountered, and not yst completely solved, in 

■*^^F<f^85J®@¥6fiFa^e^S()S^i?t:fJ'2l^*l$i^-^PS3R86B00269R00090001 0001 ^ 
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Position of the Cryptclosic Services d.n the Armed Forces 

The positions of the three cryptologic services in the Armed Fci'ces 
ars all differenta The AHSS is a separate command of the A5.r Force, 
directly Tender the Chief of Staff j, on the same levsl with the other ma;3or 
commands j the ASA is an agency of ths Army under the Assistant Cliisf of 
Staffs 2 snd the NSG la uraiar the Chief of Naval Intsllivence for 

operational control and t>is Director of Naval Corrmiunicauinrs for 
other matters, including psraonnel and logisticso The 5.mportance of tha 
orp:anisationa3. structure esctsnda far beyond the position on a chart* It 
is of primary importance in the assignment of perscnnsl, -Khlch is so 
of ’ten a compromise between confliotlig interests <, Ths cloalc of secrscy 
which necessarily surrounds fne cryp’^ioglc ser^/i-ces hsjs kept the psrscfnnsl 
offices of the Armed Forces in ignorance of the tma iinportsncs of such 
assignmsntso 

The matter of logistical support also suffers whan a minor command 
or agency has to compe'ta against a major command in the face of an overall 
shortage 0 

Spa cial Security Officers 

In order to provide a link whereby GOMINT may b© passed to eommandsra 
who have need for such information and have been specifically indoctrinated 
and cleared therefor, there has been established in each of tha Armed 
Forrcas a system of Special Saeurity Officers (SSO)* An SSO detachment, 
consisting of one or more officers together vrith enlisted assistants, is 
located so as to form the communications cimmal between a. -oryptologiiS 
processivjg unit sind the headquarters which feat unit supports* The SSO 
is actually a member of the cryptologic service, not of tha supported 

the supported 
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imit and nayp If so desired by the supported corrunandars sar^a as an ad- 
ditional mer,*9r ■ of - 'the latter’s -jntelliganea divisiono Ths S 3 Q is 
rcKponsib-le for advising the supported comMandor regarding all security 
aspects of the GOMH^T ■ delivered to ths coimnandsro .. .. 

The Reolpienta of C 0 .MBIT ■ ' ; ^ 

Thera is established *rithin the office of each of the intalliganes 
co5i3nunity recipients of COMITIT (Stata^ itariiy, Havys, Air. Force, and CIA) 
a apesial COMMIT s©ction|> establishad ■within a secure area and all of 
••whose personnel are cleared and indoctrinated fo:c COMlI^To,- It is the 
function of these ssctlons to resaive, evalua'bSp end raeornm^nd action to - , 
be taken on ths corr?munication 3 intelllgenCa which they receive from MSao 
T hey corrslat© COMINT with o’bhsr information and pr 3 pare> intalligenea 
reports o 

.Each of the intelligence ap'eneiss msntio'ned above also main'tarns a 
liaison detachment with NSA, physically located adjacent to the produstio-n 
element, but with soma reatric'fc'i-cns upon thsi? access to individuals aw. 
tho working levels o Ths COMBIT sections msnttonad abovs receivs COMBIT 
through these liaison detachments and also thJ'ough direct teletyps liriss 
snd ms 3 3 anger service from HSA to the COrlTINi in welligsnce sections o In 
practic©, the liaison de'tachments know wha't is sent to thsir raspectiva 
intelligence offices, but the actual, transmiss'ion may pass d.wiest iiom 
.the MSA production- elements 'to th© in telligans® offices = 

The sigQ, mission, and operati-iis o.f these five Ixaiscn datasrHn,e:tvS 
■vary considerablyo ■ -FroBi S'mall detachmants established for ohe purpose of 
li-Tproving mutual t.£tnding between 'ijfis priDdi-issrs and ■rssip.j.snbs Oj. 

COKINT' -through the obt^ing of anst?ars to epecific questions, indicating 

oointa whsre further Information is dssirad, and assisting ths intolligsne-a 
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agencies in -their utilization of OTMiflTp all but the State Department cle^ 
tachnisnt liaTS gradually grc'-jn and assumed addj.'tional functions uo liraara 
the Air Fores de'tachmenta especially^ is noi^ prepartog intelligence re-= 
ports in final foTm^ and other detach'^rits are doing origina’l xforko 

Three priorities committees haTO been set up within NSA^, composed of 
members of KSA production elemntB and msmbera of the liaison detacteantso 
It was inta-nded that these committees serve as groups wherein the HSA 
■teciSjLisian^ would be kept fully ®.dTi.sed* of the reasons underlying in=> 
formation re^^uirenssatJtj so as to assijst in the arrival a»< log3>cal <3®'=* , 
cioions regarding KSA operations^ and ‘the liaison detachments would o® 
kept advised as to the technical implementation by NS A of tfea U3CIB ra« 
quiremantSo In practicef, ti'ds has not been sat'iofastory to eiti:^;'* partyo 
Bscause of t-lia failu^ce of USCIB to provide adequato guidance to NSA .In 
the fo'rin of tasks and priorities j, these coPim-lt'bees have att-emptsd to 
j^iXl the voido NSA^ hcn^ever^ has not reseivad the infomie.iiion I't desires 
from the liaison dotacteentSi, possibly because the lauter are too far re« 
moved from their chief of Intsllieene® and are unable to reprssent his 
point of viewo. The a® commit tsss have been unable to agree on what products 
to sliiTjinat© or curtail is' ordsr to obtain more of snoi^iisr prcdusv and 
liaison datachmeats have bssn un.3ble to suaka dseisaona bassd on an ovsrall 
appreciation cf, the intelligenes requirsmsnts •=• their viewpoint has been 
too rsstrictedo In this situatioii the liaiaon detachments have attempted 
to ejoort a direct influsnss on the oparations oj. Ni->A chrouj'.ii contact^ at 
the 'Working Isvelo 

A coiisidereble degree of fricuion has developsci beCi'^sn yhe liaison 
detachments p or scitie members of uhose detachriisnus^ on uhe cti3 handc, S29d 

WiSmbere of NSA at the working levels^ on tha ethsr hando 
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The presently authorised strengths of tlissa liaioaa dstacnments 


ax’3 5 


Army 
• Ka'Ty 
Air Force 
CIA 
State 

Total 

The present for duty strengths are slightly lesso 
Re'gprt e 

The reports rendered by KSA fall into too gro\xp3 «* ixTbslligancs re=* 
ports which are intended for ths intelligence cornmunity and tschnisal 
porta which are designed to aid ths intss’oapt and analytic parsoimel of 
the eryptologie aerriseso 

The intelligence reports include spot reports submitted by intercept 
unx''is or NSA whEnsTOr information received or read, is considsred of suf-^ 
fioisrjt ininjortardja to warrant irmtisd'i.ste attention of the field eoTnrr.ande^ 
or the intelligsRC© communityi 0/02^’“©^ t-?hich are i^ealcly rspos'ts eonta;la- 
ixig a fusion of infoiwation developed during tte paric^j and special ru« 
portSp which cover a wide field and are based upon studies, soraetintsa 
over a period of several mmthSj) which develop information from a largo 
mass of intercaptg tlie individual piecas of which ar© of no signifiaanceo 
Special reports are developed in accordanes rrith the requirsisants of the 
intellicense cosimunity and may, if desired^ be ksp^ up to data on a 
recurring raport basiso 

Technical reports cover mattsrs such as radio nau diagrams^ call 
signs ^ identification of cods systems ^ information about trsnsrn.ittes’Si) 

© vii a 

The NSA TashnicsO. Support Catalog of Desairber whieh 

both intalligense and tsshinnjal rsporte, ilste I }28 reports, ox which tfcs 
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great majority are recurringo 
Th3 CO MI'KT Proctoc t 

All members oi* the intsillgencs coiTsuuaity have expressed an arden'w 
■d0s3x0 for a constant flor^T. of tirtisly translation® of messages of the 
Comnainist orbit -dill bs indicative of future plans .and intention® r. 

Gur successes in reading Japanese and German high”*level traffxs during ^ 
V/orld VJar II aiKi our success in reading, a large portion .of Russiai Com-=> / 


munis t 


luntil 19 li 8 have led the reoipisAts of COMDiT 


to ©xDsct a continuation of such succasssso 



The effectiveness of is prlmaraJ-y dependent on top-leVel 

mathematicianas cryptanalysts j. analysts^ and other typas ox* pro= 

. fessioRal peoplsa Thera are extremely few individuals today who comb ins 
'a high degree of knowledge and skill in all of these fieldSo An increasscl. 
pffort ixi one problem arsa^ therefore^ usually demands some diminution cf 
effort In enotharj) and the Direetorj, NSAp has ©jcpsrianssd difficulty in 
propsv^ly allocatiTig his p3i''som'3ei because of the ^xaustive 

requirements levied on NS A by the intelligence ggancisso 
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IIX SSCUEITI 


Go'/iin'ani!;; a'bions 






rtis basic directive for commxmieationc secxirity (G0M3SC) is NSC l68o 
NSA perfozTns its CO?^3HG missions through the procurafflenta manxifaet'ui’Sj or 
printing^ and issua of certain cryptographic equipment a ' devices » and 
lications, or approval of equipment or systems | through the pi^lieatlon. 
of policissg doctrines^ and instructions govamlng tha usa of crypto* 
graphic material^ and through supsrvd-sion of ths manner in which ©rypto* 
graphic mal^arial and systems are used by ths various departi^ents and sgan- 
ciea of the Government, Host of the cryptographic devices produced by 
NSis 3 X-e actually Bianufactursd by private industry under - contracts with 
NSAo The agency itself manufactures css’taiii top secret parts of thosa 
machinss in a production plant operated x-jithln its own area by Its cmi 
■psraovmeli those critical parts ara later inserted in ths machines built 
imdsr contracto NSA also operates its own printing snd rsproduction 
plant for the production of one*time pads and other -highly sens5.tiva 
cryptographic mate ri-alo 

NSA , 5 furthermorsp has fulfilled certain Gommltments of the United 
States to the North Atlantic Treaty Organisatloii eonceming ecmmunica- 

tion.3 sssurityo ' 

The materi-til and systems used by the departments snd agencies of ths 
Federal Govemmsht are' believed to afford adequate communications sssurity 
"and are of such nature that errors in thair use probably do not permit 
the decrypting or ' reading ■ by unauthorised persons 'of-mo3r® than tliB on© 
mesaaga or pai’t thex’edf involved in each error or violation ox sacurii^yo 
Hcnever^ numerous tests mad© by eommunications- sscurity psrsonnal havs 


dlsoloasd that great quantities of highly valuable information not a»axl= 
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ai>lo from otbsr sourcss are available to foreign govsrnaTisnts through 
itraffi'g anaj.ysis and messages sent in plain In this latter respactp 

'' the United States should, be .presumd to , have a very loi? degree of ccst« 

'‘iTiunications sseurityci • ■ . • 

. The Biractorj NSA, has recognised this •s5eal<nass and -has initiated . 
action, -toward- the development of equipment to maka all toleooTaiiMnlcatioTa 
secure o This is a long»rang® research and development projects hcrweveig 
and probably will not be compls-tad in less than five years® .Our present 
soifimunica'bions facilities cannot ccp« with a much greacer load than yh»j 
now carry in encryp'tod traffic o 

In addition to the probable . rsleaas of valuable information throng'h 
'traffic -Siialysia and plain text moasagss rasntioned actual brsachas 

of sscurity involving encrypted systsma have cccurrsd and, p/’csumaoly ara 
still ocourringo During th3 twslva montte from march 1^ 1^‘4 F©b<= 

ruary 19$$^ Is 331 cases of possible compromise of talecommunications 
ware . reported to NSA® These casaa included 8p0 poasibls eryptographis 
compromissss 261 posaibla physical coj!?)romis8S of • cryptographic inforaa* 
tion-s snd 220 possible compromises of COMINT due to transmission in- 
security® Of these possible ccmoromi8as.p NSA concluded that there were 
23h probable compromises® An evaluatio'n of -these probable, ccmpromlsss in= 
dicatsd that there were ,26 cryptographic eomprtrniisea ifhich probably ra« 
suited in the compromise of 23 sis^le messages^ the compromise of one day- 
traffic in each of two systems-), and the ecKnprcmise a? ons system normally 
used for ons month® Possible compro-mlsas^ other than cryptographic^ 

•wsre 6I|. physical ccsiproinisas (sxpos-are of eodssj, cr publications) 

and lyj. 0 asms of transmission insasuri-ty (of t-^hich about eigh^persant 
were cnerators’ errors )« 

Approved For Release 2005/04/22 : CIA-RDP86B00269R00090001 0001-0 

20 , 

TOP SP.GRF.T 



Approved For Release 2005/04/22 : CIA-RDP86B00269R00090001 0001-0 

TOP SECilET 


Whex^ ccrapsred with ths total nxisibez- of encrypted messages trsna» 
inittsdg ths n'OPiber of possible canpromiaes is en ext-jrarnsly siiiall percsa't^’ 
age» Ths possible intelligence traltie to sn unfriendly power derived 
fron the loss of corniri’aiiications security in even a few cases j-s nov sx5S-> 
ceptible of accurnta evaluations it could ba of great value o 

Th® Director^ NSAj> doss not actually monitor United States -trans- 
missions •= th® monitoring is conducted saparat^sly by each service or 
agancyo Neither dees he have au'thority to ast standards cn transmission 
seeurity-o It does not appear to th©. task force that he should have author- 
ity to, establish communications prooaduros;, which nec@33sra.ly vary suong 
the S8ivis©3 and agencies « Consideration shou3.d be given j however <, to 
the possible granting of authority to the Dirss'torj NSA^ to pA'^scrib® 
minlroam standards for dsvslopmant of comjsunications procedures which vi21 
provide said rnamtain security of transmissions o Such authority j, if 
grantradp could ba 'subject to rsvic-’w by ths Co.umuniCvations Security Boardo 
All violations which could have resulted in a compromise of com- 
municatioTvs sasurity are reported to the Direcuori, NSAo Discxplinary 
actions in eonnaefcien with security violations are ths responsibility of 
th® Director, USA, only when they concern NSA personnalo Such aetiona 
are talcsn by the chiefs of the three cryptologic services concern ng 
their oi-m personnel without refersne® to N5Ao 

the matter of ccimnunications security, v;hich is intimatsly 
connected with Intslligenc® and particularly communicaticna intslligenca^, 
it soon bGcama apparent that communications sosurlty cannot be viewed 
alone, 'oixt must b® considered as psjft of the entir® talseomsiunicaticns 

fisldo In this vast field there ar® many coTrmittass, boards, and agencies 
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eac^i concerned some facet or segment of coramnnicationSj, bnt they 

A-cd not tied together in a coordinated effort The Tel-sconvrvnicationa 
Plsrming Gorranit-teei tinder the Office of Defense licbiXisation, is tns 
neas’set approach^ appsrentlyp but it does not fill the void which now 

■sxis'JiSo 

NSC 168 does not clearly, define the respoaeibility and authority of 
thQ Dirsetorp NSAp and inaura that the entire sub;5ect of coirountcations 
aaeurity is adequately coversdo 
Internal Security 

Cloaaly related to coiranunicatiosia saeurity is the mat'Ur of internal 
security of NSA» The physical areas in which C0!-:iNT is produced or hald^ 
normariyp are restricted areas to which persona are adnitted only when 
properly authoriaado Communications concerning COME^T are transmitted 
either by courier or by electrical transmissions using special cryptegraphic 

dsvicss or codes restricted soialy <»o OOMB^To 

Personnel on duty with or allowed access to COMINT are given complstst 
sasurity clearanco and indoctrination -prior to commencing such duty and 
their sscurlty records, including a National Agency chsck, are subsequently 
raviewed at fivs^year intervals „ Complete .field investigations have not 
■ bsan repeated at fiva^year intervals o During the periods between reviews 
' of records, NSA conducts ■m educational program to remind its parsormql 
of the sesurity aspects of their work and to urge all individuals to 
report sCLl violations or suspicious cireumstsnseso 

The number of American individuals now clsarsd for GOMINT follows? 
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Rseipiants of COMI^n 

Procl-acera of COMDIT (sryptologie 
servicas ) 

Special weather aervlca pes’» 
soxmel 

Civilian consultants throughoiit 
United States 

Total 

These nutnbers are so large as to constitut® a constant danger to the 
security of COMIh'T operations o The steady txsxnovBr of peraoiinel in tlis 
COMIKT activities results in the Gcntlnuovis flow of large numbers bask 
to civilian Ilf© throughout tbs United States o Survsillanc® is not 
maintained over thses civilians after they have left NSA service » fl8» 
cause of the obvious threat to the security of COMINT created by ths 

number of persona cleared for such information^ various measures 

have been doviaed to minimis© this dongero 

In ‘fchs first place^ all individuals cleared foi' COMIKT are not 

4 

granted access -to all GOMINT matters s the «nasd«to-know* na© is applifsd 
throughout ths operatlono Strict compartments.tion is maintairsd through'-^ 
out NSA Sind individuals are permitted Imcftiledgs only of the s^^cific 
fields with which they are consemsdo In the intelligsnee communityg 
certain sscticns ars established for the roeeipt of COMINT and it is 
ths responsibility of thcss sasticna to meld COHINT with information from 
other sources to develop the complots intsHigence produsJtir If iiiis 
product contains information derived only from COMUfTp the product 3?a=» i 

tains COMINT classification® but if COMINT m.erely eoyrbborataa in=> 
formation from other sources-, ths COMINT classification is not requirsdo 
This compai’tmantation and rsstricticn of COhINT to certain spscificaXly 
cleared individuals constitutes an impadimsnt to ths develojmisnt and uas 
o^Pefi9v%^Tf^9^e^gelf^fattt^2^:^fi^^B^3lP86fi0a^69R§0fM^ ideasp but 
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it appears to ba a nece5aa^*;5r price to pay for the sscrrity of COMINT 
opsrationso Among tlia U^6S? recipients of COMINT era approximately 
2 s 200 membsra of CL4o A lai'’ga portion of these are concsmsd only with 
plain text traffic o Although these indiyiduals are cleared for COHINT 
^Tithout restrictions s in praotiea they are giren only ti^ plain traf^ 
fi® with t^ich they are directly concsmedo The lai’ge ntmber thxis cleared 

I 

for CDMINT mayg conssquentlyi, not- be quite as alarming as a first glanc© 
would indicatOi, but it is nsverthslsss a polisntial danger to securityo 


W RESEARCH A^ID PIANNINQ 
Research and Dsvelopraent 



The tremendous volume of intersopt which is raoeived by NSA makes 
it Imperative that maximum tisa ba made of machines to rsplasae.or simple" 
m.ent niim.oc?w3ro Great use is being made of Into^mabicnsi Business Hachines 
in ord®r to select out and bring together information of any paz'tieular 
catagoryo k^ithout such standard machines^ the tirta and labor involved 
in searching through millions of messages for particular bl>^s of 
ation would be prohibitiveo These machinss are used routinaly m tha 
anal^-tis processes of NSA. 

There is also a necessity for electronic eorapiters and analytic 
machines to do 'tasks in the field of cryptanalysis in the effort |io read 
encryp'tad messagaso Tliis machine work represents millions of man heura 
and permits work of a magnit'ud® wiilch would otiierwisa be utterly -lmpoa» 
siblso Soma of these tasks,, which are extremely complicated, esn be 
perfoixTred by gsneral~purposa electronic computers, whei^as for soil® 
basks, 3p30ial'=’purpoS3 computers must ba designed, tested, and constructedn 

NSA now has nins general-purpose ar.d sixteen spasial-purposs machinaSi, 
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wklsh is by far the largest and nest coinprehsnsivs eollaction of 
electronic compnters in this country^ andp therefore ^ j^resniasbly ia 
‘the world o Our erjApt analytic effort would collapse without tlisn.a 

In the development of -thase electronic "brains^''"' the need is first 
deterrainad by cryptanalysts attempting to solve a particular sys'tamo If 
a sur^^ey of available, existing electronic machines disclosed -aiat thar® 
is no machine which can do ths desired work, and tha problem is of suf=- 
fioient iriiportanca to demand its solution, the Research and Development 

di^/ision is called upon te design a machinso If a general^purposs machine 

• • 

eon be designed so that it can do the required task and also other taslcsp 
such a ’machine will be developed for tris pai’ticular tasko R and D makes 
use of t.h -3 entire sleetronis Industry in its de-velopnient of new elcetrorAc 
rnaclxlaoso 

There is also a need for ths development of special eqviipinent for 
the interception of messages as foreign governments pi^t new types of 
transmiasions into usSo In this fi©3.d, R ah.d D works closely with the 
.field test boards of the three Azir.sd Forces o 

Up to and including fiscal ysar 19^5, apprvopriations for R and D of 
K3A have run between 13 ®nd lU million dollarSo These STims have oesn 
adeqi^ate to mest the nesdso Xt takes two or three years, or mere, from 
the time the need for a machine becomes Icncwn until ths machins can be 
devel.cped and put into usso Because of this time lag, it is imperative 
that through research and development, aided by ths VQxy best tiilent 
avidlabls and by adequate funds, our davslopment of machinaa and equips 
iWiat be kept aiisad, insofar* as praoticeble, of tne actual, naeda in order 
that tho f inaJ. product of NSA nay b© both timely arid adequate., Ths 
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ahead of its adversaries lest it gradaa3.1y loss its abilitj 
to ale SB intellift’eace,, which ia now of inastinable value ^ from ‘cha fxsld 
of tslecomniunicatioaso 

Research and development . are also conducted in tha field of cora=* 
munications aacurlty^ leading toward a higiiar degree of socurity for ' ^ 

all telscommunicationac , ,• 

War Plana 

War plans are prepared byt'ISA in conformance witn. the war plan^ 

produced by the JOS; there is close col3.aboratlon on the working levelss 
A 

bstt-v^een NSC plans and policy personnel end tha Joint Staffs The thrs© 
ser\d.ca erjistologic agencies, then -prepara war plans based upon the NBA ■ 
planso Tha NSA elans take into consideration present capabilities ana ■ 
future rf'Ciuirsmsnts o An effort is made to foracast- the rsQuirssisnts ■ 
firs and ten jears ;‘uito the future o -Subsetiueiit b\5dgetai'y plans are based 
upon the current war plsni, ^d.th adjustments mads each yearo Plans have 
been issued to tlis overseas COMINT coinmands 'tD effect the uransfor ox ^ 

Operational control to direct support operations in the event of 
hostilitiseo' ■■ 

Altgx'uate Si' ^s 

Th <3 first ochslon of NSA coirnioncsd lbs move ixom ii-rl-ing^on *isH 
Stations Virginia^ to Port Kgad©^ Kaxyland,- in January 1955^ Tcm second 
©chelon is ’ Bcliadulffidto move in June the move slisuld bs sompls'tsd 

Vjy Dsr^emosr 19p6o: Ths present altomats site for NSA 3 in the event of 
diorsterj- la tho University of Marylfisd^ £md soma eommimicstion faculties 
have bssn installed thsrdo N3A is no'-T in tJie process of seiscting a 
more distant site within ?5 miles of Washingtond 


An ad-temate site for ths COMHIT corrimimications csntar in 
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ties haye not j’et been installed o 
V FERSOI'MEL AND THAIMING 

P ersonnel .rrtfA 

The' effectiveness of onr COMIJIT efforts depends nltlmtsly upon 

the support of the Departinents of tha Anuyj, Navy^ and Air ores j and^ 
more specifically, upon tha efficiency of the tliree cryptologic servic&»^ n 
Although NSA ^i'Ksrclsea operational control and provides tashnisal sup» • 
porti, the cryptologic services provide the personnel and faeilitieSp 
conduct the training, and provide logistical support o COh 31 JT starts 
with tte intercept . ops x'atorj,’ snd ha is tha wsaksst link in tios production 

chodi'io 

'■ This: weakness can be traced ■to conditions which as‘e not unique to 
- the COMINT but here they are espscially serious because of the 

■Sensitivity snd itiiportancs of COMiNT to tlxo natiional 33curiuy<7 Th® 

United States is attempting to maintain a tremendous COMINT ■efforts with 
; the base of the pyramid comprised largely of ralativsly inos^srisneod, 

■ S0mi=>3killQd operators enlisted or drafted for too short a tarm really 
to expect maximum or even acceptable efficlsncyo ■ 

This earns wsaknass extends upward tlirough the noncommissioned and 
junior officer grades, r'ssultli'ig in a 'lack of hxghly=’Skiiled guidance vf 
for tho' S9mi=«kil3.0d operatorso .? 

leeause personal integrity, sound judgment, and a high dagrea of 
tecVuiical skill play an abnormally iraportant part In tha production of 
COMl’MT, the personnel assigned to NSA and tbs three srypuologis sarvioes ■ 

• should be af hi^^h quality and should remain in the activity for long 
pa'rioda-cf aerviesto ITJLs refers specifically to tlxs Intercept opQratc.V 3 s 
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the cr.v-pt 3 nsilyBtSj the traffic s^ialysts^ and the aupertlscys and dir- 
astors of those individuals o Because 'trie work j.3 higni,y speuiali-'ssd arxi. 
there l 3 2 io field of aimpar xiatvire outside of the CJOHBIT field itself 
from which personnel rasy be drsaflip all of the parscnnel et© oratesd 
after ' selection for auch dutyo Consequentlyp wneuhsr sn individual is 
a civtlian or meraber of one of the tixilitas^y services is of secondary 
iitportanceo Within NSA^ one-third of the psr3or.nsl are drasm in equal 
nxcTibers frcan the three military and individuals ara .assigned, 

to duty in accordance with their capsbl3.itie3 and experisnca and witaout 
regard to military or civilisn status » The situation within the thrss 
mi3.ita.ry csyptologic services is different tnat whs personnel &.c& 
almost entix’sly military^ with civiXiSKS Isjsitsd. to duty in eonwinsuwaJ. 
United States and 3.argely'.to administrative and ma-3ntonansa duties o Tlie 

» 

COMBAT sffort sufferc from a norraa'i turnovsjr in ths 3-GWsr graaes of 
civi3.isn personnel;) but esijocially from the rapid tumoser of mill wary 
luersonnslo Thsi’e is a relatively small nisribsr mi3.itsry per3onn©l 
who hare served suGoeaslva' tours of duty in one of the cryptologic ser- 
vicsS;) some of them since bsforS VforXd War IXp ana - these inaxviduals are 
of great value » Although the' railitarj^ porsonnel th.sors'ttcally serve 
miniiiiVtSi touz’S of three years with the cryptologic services and whe 
Directorg NSA, has tos authority to acsapt or disapprove tha saleetion 
of officers prior to their assignment to WSA^, In practise a considerable 
number of toura are ciir tailed for various reasons ^ including release of 
Bidividuala from military servu-CQo A (§orisp3.cuoua ©r:ampj.Q has occurrad 
in the tuasignment ■ of Resdrv® officers to the eryptologie .sar\ip,.e@s xor 
thair two-year tour of aotiv® duty followin.g graduation xrora ROiCa ih«s^ 
ofSicun’'’ m.nai+. two . sy ■? TTesa -aaEiip.'L tv tmance.>.-Whica-ta^^^ oi two 


ao 


ffnfr»#Tr\rr*m 
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"to Sci'Xff Kon'thSji a2id aen'Sj 'sehooX’jj las"fei'ng abo'JA^ siz Tncns^haj axtsr 
I'Ti^xcJi. 'v’jltsy i'’scsxve ozi'=‘^fe3“^ob 1itysJi5;Xj£^4''iT ilisx” pyodxiQsix-.'Q peixod oj. 
seryic© thus is iaomially less than one yaaro This is an oy.tx'arrisly 
ful utilisation of such psi^ojinel'^. . .A similar situation exists with re- 
gard to ©nl3^tsd men drafted -for. two, years o Such n-en who besoms ^xitsr-, 
cspt operators after clearanse® ta’ainingg and shipment overseas usually 
have about eight months of productive service and they seldom bosoms 
(_ really expert in their wo rko TltS percentage of Regular office3?s in the 
cryptologic ssrvicas is extramaly smallo 

The problsma arising out of the instabl?i.ity of service of military 
persotuiel ars not^ of cours®; lisiiitsd to tho cryp'col.cgxe seivricesp but 
those problems are especially ac'ate in these ssrvlcsso Tha cryptologie 
services jmist be g5.van mors favorable trevatment by iiie mil:<.tary depart^ 
ments than has been done in recent ysarcso Iridividuelo must be specially 


selected; for this duty aid they should bo rewa5xled aocoi’*dinglyo 

Ths relatively mors stable psricd of ssr-vioe of eivilians as eom=' 
pared with military personnel has led ths DirestcVa NSA^ to replaae the 
latter with civilians where practicable o One station^, manned only by 


civilians j, has bs®n in operation for Eeveral- months sjid is considered 
one of .the better and more successful iiitersspt stations. With the 
success of that station in mindj, the Dircctorg NSAj has recently 
initiated action whorsby the ASA will employ one hundred civxxxan inters 
cept .operators fcr t-h'a purpose of. replacing enlisted men in boy poaitxons 


■within military fished stat'ionSo This operation w3.11 be careful iy 
atediad s-u'id if it is sucaessful- more eiviliati in'vtereept operators 'WxjA oa 
■ .omplcj^do It is not remotely possible, hovsaver.;,. that all onlteted men. 


£9 

wtno C!T^.f^T>T7/P 
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Much conbidsratiicri has bean given to developing a larger cosps 
of lailitar;'? 'spselallstSo' Prior to World War Up the cr2rptolcgi5- 

services of the Army and Ka^ry were small o Ths A3‘my service ^capossd 
largely of eiviliaR .3 while th^ Navy element was largely offisers. Bur=^ 
ing the war^ these 'services were greatly eicpasided with ‘(^mporary of=> 
ficers and enlisted men^ and af'ter the war many of the temporary of=' 
ficsrs rs'verted to civilian status but remained in tte cryptologle ef® 
fort and are now employed by NSAo Haanwhil®^ most of the Regular Navy” 
officers who earlier were in ths Navy cryptologas service since ■ 

been retired or have been assigned' to other duties » The Air Pores ha«r 
no officers wi.th more than, a fow years' crypt o3.ogie esperiencso -At 
present^ nearly all of the officers of each of the sem.cs3 assigned lyo 
GOMPNT duty are Reserve officers and relatively fevj serve moi*e than, one 
tour of three years on such duty, unless they havo sigi'iifi'x? their de- 
sire to bs specialists in tliat flald.; Of tlie officers assigned to duty 
with the cryptologic services, 'few ha'va ■volunteered for tha dut^^’o In 
the Army^ officers of all ttis combat arms snd of so*tis of cho U8Cuni®al 
services in addition to tha Signal Corps havs been assigned to COMr^T 
duty® Ealetlvaly few anlistad men serve more than' one tour 'of duty 
w1.th tha cryptologic ser''>^ce9® • 

It is neither necessary nor desirable that all of tha military 
aonnel on- COMDiT duty be career specialists in that field or that they 
be comnmnlsaticns specialists ® -It is extremely desirablsp howevgr^ 
that these ^rho are selected for this duty be more carefully seiestsd 
than has s'emstimss been the sase, that a larger pereen’iS-ge than at 
prosent be COMIKT specialists jj that some of them also have been conEsunica'= 


\ 't: 
1 
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order that there may be a o? high, quality^ experienced officers 

to the senior positions withiJi the organiaationo Unless this last S'tsp 
be taken^ civilians will inevitably become the only 3ndividn.sis quali- 
fied to fill the top positions. In the development of military C0MD.’’T 
spscislistsj care mnst be exercised not to retard their promotion in 
comparison with other outstanding officers. Some interchange in tours 
of duty between COHINT and intelligence specialists would be dssirahleo 
The more senior of the relatively few officers who have servod 
more or less continuously in COMIi'IT duties over long periods o.f yearS|, 
dating back to before World War II? are now approaching ratirsmant. 

Some of the , 38 officers could be of great value to NSA because of their 
long e 3 cperianc 8 and eiqjert Imcwledge of C0:iT.'’T matters. Th.e Act of 
July 31? 189U? however? is an effective bar, through limitation impoaad 
on tiisir pay, to employment by NSA of such o.'fficcr3 after their rewirm^ 
ment. It is emphasised that there is no related field from which CO'OTT 
eWe3.’“'<^3 can be drawn; the military cryptologic services and NSA are the 
only organizations wherein such spacisliste are trained and daveloped. 
The of COHINT eixperts is far less than are needed today and 

doubtless this situation xfill continue for ywvars to corns . Attention ia .. 
invi'U^d to the fact tlnat special legislation (Public Law 53, 62d Ccngras 
June 26, 1951) authorises the employment, xri.thout lose of pay, of not 
mors tha.n fif’taen retired officers or warrant officers oy the Central 
Intelligerxe Age.neyo Sine® the field from s)'nich COrllNi oxpsAtJii or 
opacis.lists can bs dra^m is much narrows?? than the field from xfhicn in- 
ts'iligence ps.Tsonnel can be obtained, there is even greater need xoa 
special authorisation for than for CIAo 
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The selectionj, tr.aijiingp snd '-job .e3„£is3ificai;ion3 of civilian:, 
peraonnel are effected by ths Civ,ll -Sarvics Conimission rules snd 
resrul-atioRSo In order to help raain'uaih the nooessarj’’ secrecy surrcund^ 
ing V:SA operations j all NSA civilian personnel are placed iinder 
Schedule A» This classification gives the Director^ NSAg authority to 
cm oloy personnel without regard to civil service eligibility IxstAS,, to ■ 
discharge them for cause^, to transfer them from one job to anotherg -end 
to put them in a grsd® structxir® on a' par’ ^-iith civil ssrviep gradaa. 
Sehsdul® A 5.3 of great benefit -to NoAg but does not completely solve 
the personnel or security problems because ’'JSA is required to report to 
the Ci'Til Servlc® Commission es-ch time an indivlduaJ. ia-smployedg dxs® • 
chargodg or raclassifiad wlthin-NSAo Such reports cou3.d result in a 
breach of aocurlty in that it would be posaJ.ble for a parson- 'who has • 
access to the civil servi-ce records to compute ufis numboi cf psxsons Giri- 
ploysd, by IISA and- to gain scm® kiiowlsdge. of the typo .of jobs i-rithin 


N3A«. Furthermorsg it is difficult to fit many of the jobs at KSA into 
the civil ssrvico job structurog although- this problem appears to have 
been satisfactorily solvsd thro'S-gh mutual cooperation betwsen TToA and 
the Civil Service Commiss5.ono 

Baeausa of the largo number of vary oomps'bant and highly educated 


individ'uals inquired by NSAg and in order to retain a high percentage 
of them in the face of attractive epportimities to transfer to private 
iiidustryg NSA needs a relativaXy large- number of "super grades" or 
s5,.m'j.l.i!xr pay grside 3 !> Schedule A dees not solve this problsiRg: and NSA naa 


found, i't 3 : 3 l;e- 5.n an aakward pos5.tion in tills respect since neither tha 
Daoartment of Defense nor the C5.vil S8r-V3..a3 Commission has assumed full 




^agancy is 
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now aD-ocate'd 23 super grades (two Grad® iB’Sj two Grsds 17*3= and 
mmst^en Grad® l6’s) obtains d par-tl:/ from ths Bspartmsnt of Dsfenao aryi 
partly from the Civil Sesr/ica Commissiono Th3,s -nw-ber probably is ad©» 
qnate for the raomanto SIi.svan of thsse po35.tionSp howsv&r, are auahoriasd 
yndsr tlie Defense Production Act of 19^0 which expires June 30, 19$$^ ,./®- 

jBid WSA isp therefore, ncsr facad t^rith the probable reduction to twalva 
super grades© The Dirsctor, NSA, desires that ha be authorised, fos* 
future uss, a total of fifty super grades and fifty positions undsa* Pub- 
lic Law 313 , in order to provide a properly balanced grade structure 
for ths highly shilled scientific and technical personnel of K3A© P^islio 
Law 313 authorises payment of salaries botwaen (flOpOOO and jr?X5,000 to 
designated scientific and tschnic.al personnel without rai^a in grade o 
Title matter should be given careful consideration by the Dapartmant of 
Dsfsnseo 

Another situation which aff-ss-'cs the civilian personnel iralatss to 
foreign sexnrica© Approximataly 


ISA civillaais now servo 


25X3 


ovsrseSj'S, and that nun&er is expscfcad to Increase© The Director, JJSA, 
cannot order a civilian overseas unless ha volunteers for such assignment© 
Although TJSA civilians of 'ban ses'va in proximity to Lf© S© military par- 
aonnal cr civilian employsas cf other governmental agoncisa or depart- 
ments, they fraqusntly find thamselves at a disadvantage with respect to 
priiTilegss or 'Ifring® benefits,-’ such as eoisiisaary or ”PX'* privilegaa, 
quarters, medical, ears, transportat-.on of automobile overseas, or leave 
credits enjoyed by Sta'ts Department employass or military personnel in 
tho 3 iUie area© No A civiliaTis should ba ex'tanded the same priviiegaa as 
GL^ personnel under simi7>ar circumatancsa© 
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coiSps 'bsni& scisn’bis'bs "to servs as consu'i’tsu'fcs in. the solnt-ion of son® c.v 
its 'tsfihriieal prcbO-emso Ths agency's sxperienes id.th consultants haa not 


been entirely successful, especially the consultants were employed 
for only a few days at a tiineo The Atoiaie Energy Comjnission has sraployBd 
scientific eonaultants at a dally pay rate, in some instances, es high as 
$100p whereas NSA pay rates may not exceed $50o This fact alon® may not 
account for the AEG's more successful uss of cc(nsultiin.<.*3i) bua it piobably 


is a factoro 

Both the AEG aiid CIA are exempted by lai^ from civil serrf.ee regx^la- 
tions which are applicable to NSA, altliough ti^a thra® Egencies si'S 
with similar personnel problems » There is no specific soa.tutory authosr^ 
isation for NSAj it was created by National Sacurity Council Intelligenvca 
Directiva Noo 9„ Although NSA doubtless woi;ld bsnofit from a statutory 
charl'^r, the seeking of legislation for this pu.?pos© doss not appssif 
to be necessary at this tiineo Further effort should first bs made to 
solve the personnel, problems of NS.^ through t'rs Bapartmsrfc oz. Defense o 

Initial examination of the NSA organisarfon suggests tnafc there are 
too itumy individuals in administrs-tive posioicnso Further 0 ji.aminabicn.,. 
however, does not sustain that initial irapression when waignt is given 
to the fact that T'ISA ©xarcisoa operational control over intercapt 
stations and procasaing to such a degree that it considers the cpsraticns 
of each position and requires da tailed knewlsdga of all operations , in=> 
eluding ths number of operators avai3.abl®o In aoms respects, this situa<= 
tion may be compared with a division commander controlling tl:s operations 
of each infaiiti'y company and ax’tilisry baLttsryo Obviously, NbA plans 
must be prepared in great dstailo Only a detaiXad personnel survey of 




?Sa?^Sa2iteCMPJi!f 8?i®iW^‘>M«59ii=traUon, 

Th8 yQquirsniQnt ^haii all securi'ty clssrancsa be coiupletad baxor® 

NSA amployees ai’© permitted to vcrk within the restricted areas nsc= 
essarily affects the ecohomicai and efficient utiliaation of ns'rfly sm® 
pioysd ^rsonnaio The average time rsviuix'ed fox’ clearance is two U5 

four months o Prospsetiv® omploysas ar® given a polygraph test as a , 

■ ‘ !• 

first step in their employrraent and those who pass than test ars then 
given a temporary confidential clearance which permitB them to pursue 
tha NSA basic course of instruction and indoctrinatxcsi;, ^-rnioh lasts 
four weekSo During the' remainder of 'the period while awaiting full 
clearancQg these new emplcysss ars kept at tJs school and are engaged 
in clerical or administrative work which does not involve classifitsd 
infoivnationo Enough of such work aan usually b© fouxid to keep a naw 
smployse occupied for a month ai'ter oomplstlng his couraa^ beyond that 
pevdod, hoxfover, his time is not profitably usadn Gleax'ancao somatimaa 
seem to be unduly delayed and ona instance was not-od wter® a student 
was retained at ths Bshooi i:i’'htoen months while S'laitjng clsarancQo 
Since NSA does not control th© obtaining of ciearancasp the time eon=' 
sumad x-?hi.le ssraiting elearaiica is a phas9 of th© major problem of obt-ain-^' 
ing prompt clsaranco for all civil ssrvic© ©mployess wno req.aiz’8 ssisurity 

clearancso 

Tables 8hcvd.ng the strength of tte four cryptologic egansi^s sr© 
suirsiariKed belcwi 


Estimated 


Projasted 
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Juns.'lOj 19 pU. Jur.a 30a 1955 ' 30.-. 19g6 
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Th- 3 ss figurea ahow that bs'tS'rssTi Jima 30» 195U snd June 30? 1955 ths?8 

asracns conneotsri t^ith COMDPT 


will bs sxi overall inoz’saae of 


opax’siticvia if the authoriasd stfangtha are fulfill©3.|, or a net gain 
durteg that period of approxiiaately five percent o Betijssa Jims 30^ 
1955 S25d Jot© 30 » 1956? there ^Jlll be a similar incrsaas of 
sons?' or thirtasn percent above the 1955 lavelo 
Schools and Traini^ Activities' 






Training ia conducted by NSA and each of the three c^Tptologic ssr= 
vices. The Director? NSA? is rasponsibla for tha sstabllahrisnt of 
miniiTiinn standards which gcvoxvi ths trainii^g conducted by th© three ser» 
vices? but be doss not 'conduct inspeeticns of thsir schools and ti& dt^^s 
not have specific authority to do soo Each of those sefvi'ces mEihtalri^ . 
a school vrbersin training ia conducted prinarily for intercept operators 
and? to a lesser degre®? for ci'yptanalj'stso Tea Array slso conducts a . 
school for training in languages? but this school is not used e:^cl^^sively 
by the cryptologic servicaSo In view of the fact that intercept opera- 
tions ars conducted by units of the three cryptologic servibes end? 
consequent ly? thoss servioos detsnnina to some extent thslr methods of 
oparation ®id ths equipment- which they use? it appears to be .rsasonabi© 
that separate schools be maintained for each of the sein'-icasc Although 
most of the intercept oparatiens ars conducted from land stations? ths 
Navy doc53 conduct, some from on board ship snd the Air Fores some from 
plartssj in flight o Consequantly? , there is sc-r^ need for minor variations 
in trainingo Ths largest of ths three schools is ths one conducted by 
th.9 Ar-my :rad it operat-ss at ' capacity levslo Inquiry into this matter 
has not disclosed that sny increasa in efficier.cy or oconomy could b© 

affesited tl’irough combining tha throe schools into one school? or 
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througli integrating the separate schools toto one unified scnool 


systs;.! ■> 

In' addition to ths schools ccnductsd by tics three ssxn-ices;, hSA 
also conducts a school for the orientation and indoctrinat^ioA of all. ©rfi‘=' 
ploj'sess military and civilian, and for ti^ crjp'tologic training|> 
Ishguagas (intereapts are mads approximately forty-thrse languages )p 
clerical and managsmant trairingo From tiros 'to time, USA. , conduct 
special courses for a particular purpose, and one such course is ncsr. 
being conduc'ted for x’adio^tolephone intercept cpsratorSo This course 
is being conducted as a pilot model and jnstnictors from the Army ar® 
notj being traSjisd to the end that 'bnis course ifill bs tronsfoired lu 
the Army school in the near futurso Among various sjscial courses eon= 
•ducted in -'dis NSA school is ' ons fo.r rapid reading for the pux"poDS of 
traiil^Jxg employees ■whose dii'liies rs’.^uirs 'bjiau tnsy scuii a lax-ge voluiiis 
of messagaSo 

Tile special language courses conducted by USA. are more eccnomical 
than would bs use of general language schools because they are 
p'oin'ted 'to'ward ths specific objsc'bi've' establisnsd by the in'tareept prob® 
lemo' ■ In these language courses^ effort is not made to taacb. the student 
to speah ths language, ciat only to grasp so luuch of it as is nacessa^ 

■ for a par'tisuiar tasko Courses’ cure also conducted in certain languages 
which are not gene rally taught in "ths Uni'tsd States, sucn as Amnarico 
■f^SA has '.uvailsd itself of personnel wltliin ths diplcma’bic soiisiunity or 
• elsswhs2'3 ll'ving In Washington, to assist in conduct 3 jig soms of ’bhese 
rare oora'sase Reoontiy, 'to cita one- examploji, tlier®- has been a nasd for 
many more linguists in Vie'tnamsss than are aTailabl© for employmsn'to 

In addition to the full^’tlme language courses conducted in the NSA 
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school^ short-time courses are also conducted in tl:^! Office of Pro^ 
c'-vction of KSAj, wMch students attend for one ho'ar at a tj-ma in con^una^ 
tion with their normal, work in order to gain greater proficioncy in the 
language- with which they are workingo 

It is obvious that the COPEiT effort of PSA and tiis three srjptologle 
services suffers from the general ^ overall shortage of linguis-fcs both in 
the military services and in civil Ufa® From- a long-»range viewpoint^^- • 
the services -would banafit Iruaeasurably iJf fluanoy in one or more fore^^n 
languages were made a requirement for graduation from high schools and ^ 
colleges^ and if the Armed Forces placed greater emphasis on that re« 
quiremento For eicampl®f, a larg®-. fraction bf the Amed Forces sre now- 
serving overseas® If fnoa® individuals were required 'to acquire a high 
degz-ee of fluaxtcy In the language of the country 3n t?bish they serve^ vrs 
would in- time build up a llngu5-;9tic 'reservoir of trs-mandoua potential- ' 
•value., This is maraly mentioned as part of a much broader subj'act- thsxi 
eoirmiunlcatiors intellige'nca o 

The management courses are 'conductsd for tls spac3_r?ic 'pvurpossa of ' 
•trainliig individuals to fill supervisory positions wl-thijs NSA® The • 
basic cours® of -Instruction and indoc trim t isn conduictsd by K3A for all' 
new smployses- Isats fear T-?3®kSo ' FolloHing thtvb basic eourssj sslecned 
studanta undergo furthsr instruction or training^ depending -upon th® 
-partle-ular Job which they hava been aslsoted to fUl® : 

During fiscal year a total of 8C9 persons studied languagas - 

ho t'.v 3 NSA schoolo In addition to tl^ students in attendance 'at the NSA 
Gohoolg provision ■ has been laida 'bo perm'it salseted ca;ceer emploj.'ees to ■ 
attend unh-ers’itiss on seholax’ships and ' fsllovships in order to ach5.3V® ■ 

advanced training and thus incraass their proficiency and value to NS/u 
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Ssl®st®d civiliana of NSA alao attend the National War Collegs and the 
industrial College of the Forces a 

The total number of students of NSA and the 'chree cryptologie ser- 
vices attended courses in 19?U follows: 


Completed 
in 195k 


Commancsd In 19i?k|> 
to be completed 

in 1951 


iiX3 



Amy 
Navy 

Air Fores 
NSA 

Total 

The courses conducted by NSA do not duplicate thas® conducted by 
the three cryptologic services^ and oither arc not available elsewher® 
or sure not available in such form as to suit tho nasde of NSAo The 
schools appear to be wall conduc*f;Odc. 

VI If)GISTICS 

The National Secu.rity Agency budgets for civilian persormsl, supp^iBSa 
materials^ etjuipmenti, and some other reiiuirementB (such aa pari^ of ths 
cost of courier service) required in direct support of the agencyo 
Most administrative requirements are budgeted oy t^^ security services 
of the three militarsr departments and military personnel are paid by 
their respactiva deoartmsntSo 

Ths budgets of the three cryptologic services are all handled 
diffamntiys and it is^ therefore^ difficult to males direct comparisona 
betwaan the budgeiuary data of those services. The Amy S3®vrity Agarxy 
budgets xoT siviliaa parsoxuielp supolxasg matsriaj-s^ and equipment in 
dir-set support of cryptologic nissionj bu\t other requiraments^, in=> 

eluding admin is tratieng communications j, and pay of military psraormel 
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a,“s b'udgsted by other elementa of tbs Armyo TbiS Navy Sactii'X'oy Group 
B-iks'wiss Iradi^ats for civilian peraormalj siippliesp naterials., 
oquiprrent ’in dis’sct support of its crytsixilogic mission^ but otnsf r®”' • 
quia’SinantSj including logistical support of the cr:v'ptoiog:vc 
ministration, and ccmmunicatlons' are budgeted /by other Mavy alemenfei.,- 
For 63?ample 'of differences ‘oatwsen ’the Arm^/' and Hsivys Army cryptoXogie 
units are to soms extent self sufficient with tnsir own overhead and 
support units, while Navy cryptologic units are normally attached to 
ottar Navy units which fiamish tbs' overhead md logistical support a 
The Air Force Security Group budgets for' a higher degree of its opera» 
ticns and support, including its coiraftunieaticns snd administrative rs'=> 
qiiiremsnts as wall as sivilisn personn-^X,- supplies, ma'iiarials, and ■ 
eQuiOioant^ it dees not budget fer pay of milx'osry psi'sonnslo 

Th9 total appropriations for tho crjptologic services for fiscal 
years 1953 , 195 U, and ’ 1955 , snd the estluatad appropriatioiuj .for fiscal 
year 195 ^ follow: 


Fiscal Year 

1953 


Fiscal Year Fiscal Yem 

195U , 1955. 


Fiscal Year ' 

1956 


N 3 A 

AFSS 

NSG 

ASA 

Total 


The apprepriatiens for NSA^ which -»k’ 8 distinct from ASA, are all in® 
c3.\ided in the Army budget, but are concaa3.ed ‘thsroin. for SQcurity 
Z'*a3sonso ' ‘ 

Almost half of the expsnditurea of N3A. are for its civilian,- payrollo 

In view of the diifersnt accc;mt3ng practices of ths four agsn.sios con- 

Approved For Release 2005/04/22 :|CyA-RDP86B00269R00090001 0001-0 

TO ’ SECRET ' / . 


25X3 






25X1 


m 


Approved For Release 2005/04^j^ :^|^||^P86B00269R00090001 0001-0 

cax-sied and bcscauae of the fast that F.sny of th^ cos'tB srs merged in 
otbar appropriationa^ it Is extremely dilfficult to detex'Piina the actnal 
to-tal cost of tlis COMBJT effort of the G-ovemir*-mt<, Estimates of NSA 
' conclude that in’ the neighborhood of | | are exscinded annua.l.ly 25X3 

I on tte COMINT effort®' This estimate includes the cost cf military and 

i . r---- 

I civilian pars onnel^ transportation^ comrumicationsp equipment j and • 
maintenansso 

Tha comptroller of NSA operates directly under the chief of staffo ' 

The comptroller prepares th® budget and also conducts scheduled man<= 
po'rfsr surveys to insur© ssonomical and ©qultabLs utilisation of persoitnslo- 

?II ELECTRONICS INTELLIGENCE 

Electronics intslligenooj commonly Icnovjn ss ELINTj, has not- been 
exaotylydeflnsd to the satisfaction of al.l '5>iho are conc-srnsd >rlth it® 

For tha piirpcssss of tills curve :-,j heafevsrg is defined to include all 
eLastronie eifiissions' other than those which convey massages® xdoaSj or 
pictures# In the electronic field ^ emisaicns of eLiNT msrga into and 
overlap to a small degree the emiesions of COMS’ITo ELINi covers a wid?5 




25X1 


rang.e of weapons, including radar. 



etc# The study of ELINT is in its in=- 


fancy and only future expsrirents can determine tha extent of this 
electronics field o -■ . ■ - 

At the present tims^ dirscticn over tha ELIi'iT oparaticns of tha 
A-sviy -and Navy is rather loosely c on trol^jsd through a smallj, combined 
agency called Army-^Navy Electronics Evaluation Group (AN:lEQ) which id co® 
located with but entirely separata from tl3 Naval Security Group, to® 

geiS.ier wl'di part of NSA, on Nebraska Avenue, V/ashingtcsi, DoC# ih® ■■ 
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Interception of ELIFT emissicns 'ia- carried on separately by the Array 
snd Nary? ANESG is concerned -s^lth tte IdsntlCica'oion^ analyers^ e^alnao- 
tioTip and intesisrstation of ihe electronic interoeptior-So The Air Jox’ce 
ELI*‘'T operations are o-itirely separatsi ELINT ©nissions are Interssptad 
by the Air Force Security Service (AFSS) vd.'di teadquarters a'O -Kellsy Air 
Fores 3aaa at Sai Antonio^, Texas, and ara digested snd s?aluated by tt© 
Air Force Technical Intelligence Canter (ATIG) at WrightePatterson Air 
Force Base, Dayton, Ohioo Some coordination of ideas and Imowledgs is 
obtained among Army, Navy, and Air Force ELIKT activities tteough a 
working group of the Joint Tachnical Intslligsnco Subcemmittse, Joint 
Intelligence Group, of Ihe Joint Staff, but that Bubcomnittee does not 
' ©ffsst operational sontrolo Some coox'dins-tion is also ashievsd diiDi^gh 
direct contact and the interchangs of infoxmaticn of tha iilhi. erganisa'^' 
tidns of tte three sei’Tic©3<> 


is also sngagsd in tea interception. 


analysis, ard svaluaticn of EI.INT| there is limited coordtnetion between 


th® military services in this fieldo 
There has been discussion ^.ong ths Armed Foress .and tbs Dsfar^a 
Dgpartmext for at least eighteen months x*egarding possible joining 

\ gathsr, ;ln sots form, of ELINT activities of the thrs® arrsd servlcss^ 

1 

j In ttes© discussions, tin Interest of CIA in ELBIT seesTia to have been 

■ I largely, if not entirely, ' ignored, although GIA appears to havs a genuin® 

! . ■ ■ '■ 

" direst ■ 5-ntarest in ELBIT operations o The Office of Special Opsratlcns, 

■ Department of Defense, haa-preparsd a plan, rhiehu-as eventually con=- , 

curred in by th® tire© mili'tary dsporteents snd ths Joint Cmefs. of 

^'to eOiisclidate ELIII? ienalysis activities under a singls airesbion, uo 

•guid® and cpcsrdinata ths collection of all ELIET information and to 

provids f cr optitnum interaction and mutual support bstessn CiLBIT and 
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COT'IKTa” This olen rjiakes 13:18 Sscrstajry of one of the raili'cary departs 
'TTi 5 ;Tit.Sj pi’esisraably the Air Fcrcaj executive egsr-t for tbs Sacv8i-8Ty c£ 

. Dafanseo The plan contaTiplat3r3 iiuplemsntation tlrough a hationaS. 
Security Qounsil Intelligence Directive^ It at. ‘dils ■WTiting 

been approved by tte Secretary of Defense o 

Ttere is soma ralsticaiship bst^fesn ELBIT .and COMIfJT isl that it c-an® 
not always be readily determined whether a giVi^ elsctronic intercept is 
ELINT or 'COMBITj OOMB'IT is of value in interpreting scsue ELBIT arai vie© 
versaj and intercept poslticns for the two ara scme'times sdvantageousiXy 
co~loca‘tedo For examplQ^ Air Forca Secxirity Seivics pcs:itions in Ina 
have been affecting interception of ELINT and COalNi’o Urdar 


standing instructions j, ihs ELINT intercept is te bs sent to ATXG t!:E'ough. 
AFSS channels Hid the OOMINT intaroispt is to be ssn^ dirasu tO'-'j-iA-o Tne 
intercept positions requsstei authoritif to tur?:i the GOHiNT intercepo ovar 

]and they wsi-e authsrijsad to turn it over to 

It was then' learned 


to s- unit in the 


tlie Air Force COMBIT group headquarters 

that COMINT snd ELIfIT intercept -were so intermingled on the- same taps 

recordings th^ it was inoracticabla to separate thsmo In another in>=" 

stance^ ELBIT intercept poslticna initially made' little progress cn teeir 
> 

rai.3Sion regarding 


vnien COMINT intsr*= 


espt positions were co-located -with them^ tha interehange oi information 
at the site brought 'about definite ilmprovemsnt in die ELINT interception« 
• The ELIMT operations cif tte eountrlss of 


|are com* 

In parti<= 


pls'tely integrated with .'their GOMINT opsrations 
culerl Hite complete ;Ln'tegrationa are raported to have achtevad bettei 
rasulte in iXBJT than has 
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to weapons 


syatams aid bscaxise rslativ^ily little is \inderBtood abovrt EL NT^and i;bs 

I 

Icapab'ilities at this tima^ it' s earns reasonable 'ihat interception of 
IeLEIT emissions should not' ba under as high a degree of centralised - , ^ 

! control aa is ncn'? established for COMBITo Kov/ererg the s-tad^i, 'an^ysis^ ;,V, 


' evaluation infcerprstation, ' and research and development of ELIST ahouM cri- 
■■■• be under central direction in order to bring' about me maslinum use of 
ELINT products o . , 

-y. .T’- 

There must be an operating body'x-rLth osocutire authority, but Its 
Gomposition and degree cf authority have crea.'ted a iJicie dxvergane® of . 
opinion^ As noted abov®^ one proposal is to charge one' 'of the military 
departments with 'this 'responsibilityo Other solixtions •viiich haire bean / 
•-’■•suggested are to create an -agency 'for this purpose (possibly through ..p 
conversion and ©ilergssent of MEEG), or to utilisa aji-already functi3n‘=--' |; 
ing agency by giving it ELllfT as an add’i’tional respcr.sxoili’tyo TliB only 
agsicy seriously oonsidersd'for the lat'fcer p’xx'pooe is ^'SAo The ob^eeticns 
to' a new 'agency which would bs separate from .and co-equal with NSA, in° 

'■ eluding MEEG, are the lack of coinplet® coordination in such a solution ■; 
bet-ween COMINT and EblNTj, exssp’t- through IBCI3 in policy mat’tera, and 
the lack of economy in personnel and funds which would be -inherent in 
the creation of a haw agmeyo Lack of consideration of ■ CIA is - as added 
objection to -She spacifie -plans propoaedo Tha' objecticna to chsrglng 
NSA x-?ith additional respons3bility for EI.INT stem from the fear tJat 
ELINT, being a m^lch mailer activity, would not reesive adequate attsn® 
tion from -the 'Diractor, NSA, aid hia staff, 'who already are fully cc= 
supied -in tlis direction of a 'vary large ageneyo T'nars also is t^ fear 
of 'hhe yrdlitery departinsats that thsis? in'tsrests would net be fully rs't 
by an essentially ci- 7 i.lian, agency such as 'NSlo They have a' similar fear 
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of poliay control over ELKT by USCIB, 

The foXloicTing conside*rations ^rith regard to NSA are deemsd iiri- 
po3.n>ajhto It now compriaes three major divisiens «=• security (COMSSC)p 
production (C0MI?iT)p and research and devalowiento If a foitrth diriaionp 
ELIMTp were added, it would require far less axagsisntation to 1iie already , ' 
operating ataff and R and D of NSA than v:ould be raquired for the cfver^ 
head of a completely separata ELINT agencyq Furtheritior©, KSA haa demon* 
stratsd a responeivenses to the COM "NT i'squirements cf the military de° 
parlanents snd should likewis® be .expected to gi'ire full o’apport to the iff 
ELINT [requirements as wsll as the ELDIT requirerrents of CIA, The r«“ 
qui/renents of CIA certainly lUssSt not be overlooked j they da, howsraro 
requirts clear, dsfinitiono Although ?responaiblj,ity for ELIl'j'T . 

c'usstionably tepos® onothar heavy burden on tha DireR'k)!’, R3A, and bi.a .-. 
staff, it is believed that ELINT would not su.: :'ar from lack of attsntioiio 
NSA has now baen In cpe ration long enough so that th® multitudlnou®' prdS'= 
lems of a sisw organisation hsnrs begun to diminish in rrmbar and magni'^ 
tudoq On the othcjr hand, th® experiensK; of iSA in tl-s creation of that 
national agency would b© of ijisstlmable value in bringing a ralatsd membss 
g £ th® eXactjronies community into a coordinated national efforto 

Although it l3 bslisvad -fcliat SLINT intsi'oapt operations should not^ 

\ at 'the present stage of d-avolopmsnt, be as fully integrated as ar® tha 

\ 

current COMU'IT intercept operations, it is impracticable _ in a surv<^ of 
this .nature-' to datenninQ and dalinaa't© th® exact degree of intsgraticn 
or decentralisation of intercept operaticats.o 


yr. 
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’/m rscom'T.ndat:cons 

. 'Ths National. Sscurity Agency Is basiCc?J.ly a'ell conceived^, ■wsll 
or'ganiKedj and efficjjBntiy operabado Much cj;*®cVit must be gi?en to its 
■Director^ whose intense intsi^est and outstanding ability ha^a greatly 
eontrib-ated to the ©oarationo Although attempts to discern USSR inten- 
•tions unfortvinatsly have not been successful^, C0MI?1T contribution to 
ths intelligencs effort has enabled those responsibls ■ to better 
estimate probable courses of er^my aetion^ has greatly assisted in our 
negotiations of agreements iJith other nationsp and. hwas provided military 


■eommandera with intelligence not otherwise obtainable a 
.'/■ : - There is need for fur'dier^eiroansion .of the GOMINT- effort and 
.■ 'economy 'motives alone should not .result in cniruaxling this msans of ru!" 
8^).rance durijig an era when not only our national sscrurity but ouj? 
national surtrival as well snay depend on adequate inteLligcncso 

The present organisation;, vjharaln ths Directorjp NSAj has dei^atad 
operational control and responsibility for processing the inusreept in 


some instances to a major cryptologic organization and ‘3x1 which h© eon® 
temolates further decentralisation as raoidly sn tls crypto?-ogis slemsnts 
in the field are sufficiently trained mid equipped^ is sound in concept 


and shoui.d be continued c. 



THAT THE NATIONAL SEa’Rm COWTGIL 


DIRECT US GIB TO ESTABLISH C®!INT 


REQUIREMENTS IN THE LIGHT ■'■F COKII'IT REALITIES AND CONSIDERATION OF 
GARABILITIES OTHER INTELLIGE'JCE SOURCES « TitES O.HERATICN.iL GUIDANCS 
TO ITS,! SHOULD 3S SO CLEAR XiND SUCOFAGT AS TO RliuIEE Hlr-irrtUM IKTERPRETA^ 
TION BY THE DIREGTORi, NSA., OF VJHAT IS REQUIRED AND ITS BEGRSE OF 

ii6 ■ ■ -■■■■ ■ ■ ' 
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EfPORTMGSo USGIB vSKOULD BE PRIMiiRILY CnWCERNED WITH END PEOBUCTS A?ID 
Ts-a DIREGXOP.g NSAj SKO'FlD DETEFAIP-IE T'iiE BEST WAY OF PRODUCING THE END 
PRODUCT. IF USCI3 FAILS AFTEJl A REASONABLE LENGTH OF TE-S TG FROVIDS 
MOKE ADEQUATE GUIDANCE TO DIREGTORj, NSA, TIEN THE RATTER SHOULD BE 
MADE A MEMBER OF THE INTELLIGENCE iUDVISORY COMi-ilTTr^o/-"- 

NS A is a eollactor of intelligence and in some respects a produces* 
as iJalio The Director of NSA has not r eceived the guidance Hhich he 
must ha- 7 e from USCIB to make his product most ussfulo USGIB has not 

1 l| l ill l II , I f— — II III I I , rlV'-*J~‘‘''ritT ii ||T|-Iirrri'-|T--T- 

id3ntif3»Qd intelligsiiee rsquiraTi^nts 'fhich can be best fillsd by OOMINT 

snd has taken little notioa of the eapabilioies or limitait^ions os. NSAo 

*- ■ 

Tl^© DiroG'sJorj NSAp needs to kno’^ what 3 js important and what is less im^ 
portent^, biit the ecmprahensiva lists of requirsmsnts esuablishsd by 
USGIB fail to make siifficiant d3Xf ersntiationo Thus, the Director NSA^, 
is rscpairaci to weigh bns commitment egaxnso sriOthsr^, dacxdj on «a priori 
ity^ arid program acoordingly. He bas not acugiit this rospcnaibilAtyg 
but rathsr^ lacking adequate graidancs, has been forced to asaum© ito 
His task is ma-de s' 9 ®n more • diffieult bsGause,., not osing a iriembsr o.f the 
Intellig^co Ad-ylsory Committeei, ha fsals BmaSjsd off from 'oha deltosr®=> 
ti.on3 which ultimately result in eatabltshing intelligent© raqulramsats, 
He believes that^ sines eufficisnt guidance is nov xorwicsoming froist 
"JSCIB^ a partial, remedy^ at leastg would bs NSA men^ership on tes lAGa 
Th© task fores does not bsliavs at this time that the remedy 3.3 NSA 
msmberohln cn the Intellig'sncs Advisory Covumitteen It fealsp rather^, 

t 

that p 3 ’ 0 '' 3 er direction bs attained through rsvision of present LoC® 
prccsd'virss to sscurs rosllstis GOME-iT objectivas eaid prioi-iuies xrors 
the inta3.11genc!S objectives forniulated by the lAGo USGIB procedures 

shoxild bs designed produce rasulta rather than bsxng ccncemed with 
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implerraiitationo tiSGIB should also look to the Director ^^SA 3 . for sdvios 
with r?) 3 p 5 ) 3 t to ths affect of raquiraiaenta leriad on. JSA toahnsoal 
opsrationso Technical ccnsidarations inTolvBd in the t!SA oparation 
should not becoms pax’sniount in tha production of Intelligence;, ciidj 
thsrsforoj, tba task force ballevas that the present composition of 
U3CIB meidserahip should remain aiibatantiiilly the sai® rather than in^ 
eluding coramunicatiox^ or other sp»cia3.ist3, although ti® 2 ® is no ob- 
jection to establishing appropriata aihcoiamittees to advise USGjB with 
respect to technical matters o (Pages $-'9} 

Heeowmendatlon Mo^ 2 

{^'dkT TIffi D IRSCTORg KSAj. B E GI7EN CLEARCU T DiaBCTTVS^ WHICH V/LLL EKA8LE 
HIM TO MAKS WCd GREATER AMD OONTIHUING EFFORT TO PRODUCE HTOH-LSVEL COM- 
MUNT.CATIOMS IMl’ETXIGDlCEo THIS 13 OF SUCH GREAT IMPOETAJJCE ITIAT HOtlETAHI 
GOHSIBERATIOVIS SHOUIJ3 BE WAIVED A?m AH E7FORT AT J^AST EOJJAL TO THE 
HATTAN PROJECT SHOUID BE ESHERTED AT ONCSo y 

1®A has not produced ths ©mount of high-level GOMIMT conesming the 
Communist orbit which ia desired by the inteiligaice community,, Tiw CfflIifS’ 
effort should be directed primarily to tasks for uhich it has a unique 
capability and N5A should not b© asked to produce information of marginal 
valu 9 or to duplicate unnecessarily infesrmation which can be coilectod 
through less critical source. So In this respeot^ a major difficul ^y s?.®!Ea 
■ from ths intelligenc® agencies*' uifiirillingness to accept less day-to-d^ 
intolllgwijuQ aid -tdieir insistence that HSA corrmit ius efforts on those 
plisses af COMIHT which are iffwadiately productive* The Director^ NSA^ ha.^ 
an insufficient nuitber of capable personnel for a masiraura aid continuous 
effort on long-range cryptanalysis if he attempts to sa'ldsiy all rsquirsffian 

Furthermore » is unable to aliocat® enough intercept positions for 
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oporation against tS:a more important foreign traffis snd at the sane 

fulfill all other requirements =. Mother ircporbmt cxsnaideraiMri X3 
that the prinoipal limitation is not. in money ot maclunes"'^ but rathsr in 
h-usnan brains o All possible approaclies to ttiis problem nmat be explored 

with the ob^sctiT© of 


25X1 


This is a primary ob* 




jecti-ra aid mnat be pursued even though it might resist in sotra rsduotion 

the production of 

Recommendation No» 3 

THAT SLE?T iLND C0HI[^T BE INTEGRATED OD TKS EX1®T OF PLACIflO ELUT 
UNDER NSA FDR JSNAL^IS OF THE. PRODUCT AND GUIDMCE AND CDORDU/ATION IK 
THE COLLSCTION MD DISSEMINATION (S’ ELINTo THE AlffHORITI OF OPERATIOKAJ* 
CaiMAKDERS OVER THSIR INTEGRAL ELINT RESOURCES^ KOm’ER, SHOIUJ} NOT BS 
ABRIDOEO, USCIB OE TKS COMBINED BOARD WHICH 33 BSCQI-iMEKDED IN THIS ESPOHT 
TO RSPLACS IT SHOULD EXERCISB ONLI POLICY CONTROL OVER ELINT ilAi'ISISo 
The present separation of ELINT from COMINT and the di^isMn of 
operations betwaen the Army-Navy Electronics S-valuation Group (ANE^) 
and the Air Force in the ELINT fiold cannot be Ms^ified where national 
. intelligence is concemedo The inbarent relationship betwasn OOMIHT 
and ELINT has been recognized by every non-Conmmist country engaged in 
the collaction of ELINT except the United Statssj and erraerience to 
data demonstrates that an integration of ths analysis of (DHINT and 
ELiriT produces better raaultso National and departnental interests will 
be, better served^ and a more aconomical and efficient c5>era-ion will 
result^ if ELINT is placed under TISA for analysis of tim product and 
guldancs and coordination in ths collection ard dissemination of ELESTo 
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At the esing timSj, the direst interest of each of the mi3-2.tary serrlcss 
;ui the product of ELBIT must be recogniasdo There is a considershla 
^tipunt of ELINT vhxcli does not -roqnirs laboratory or ‘'rear ecl^lon'' 
analysis in order to b® immsdiately "ralnable to 'iho mxlitor'y c o'nuitandssf 
in the area. where the intereeption is mad®o; No system of centralized 
control of analysis or collection shouidj, therefore g ba pemitted to 
delay the receiot of such ElINT by the commander ccnoemedo Tne- author 
ity of operational commanders orer 'iJieir integral ELICIT resources 
should not ba abridged o, . (Pagaa 
/^commandatlon Noo Ij, 


. m: 







/ TMT THE MILITARI SERVICES AND NSA CC'NTITJUE TO STEI’JE FOR A HIGHER 

V.DSGP.EE OF Gffi' PTOGRAPHIC SECURITY THAT THE PRO'3LEiH OF COMMl^IIGATIONS 
SECURITI^ HCLUDIfiG PL.AIN TEXT MESSAGES AND TRAFFIC ANALISIS OF ENCRIP'EiiaJ 
MESSAG3SS, BE RESTUDIED BY U3GS3 (OH THE COMBINED BOARD AS KSCOKMENDED 
IN THIS RSPOHT) WIIH A 'VIW T0WAR3D REDUCLfG TO THS‘ LOWEST PEAGTICABi5: 
LEVEL TI-E QUANTITY OF UTFDffiHATION RELEASED THFOUGH TELSCOI-rMUl'II CAPTIONS t . 

AND THAT NSC l68 3E REEXAIHDJSD TO ASCERTAIN IF THE DIRECTOR^ NSA^ HAS 

\ 

SUFFICIENT AUTHORITY TO CAPJIY OUT HIS COMSEC- EESRONSIBILITlE^o \ 

The cryptographic systems used by th® military and oiril elemenu® 
of the Federal Goyerainsnt afford adequate security when properly usedo 
Th© number of probable compromises of encrypted messages^ alvhough a 
very smsill nsrcentaga of tha total number of encrypted msssagssj is suf'=' 
^ ficisnt to permit the possible acquisition of int^ligsica by a foreign 
powsro- A much greasier source of intslligsnes is atrailabia to a foreign 
po'.’jsr through iritercoption of a large number of p-'.a5n 'cext meesagaa 
originated by military and civij. interest® j, and ts‘affic analysis cf 

ens^ryp'tsd masssgaao, (Passa 19 ==> 22 ) 
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PySSorsTie ndatio rt Noo ^ 

THAT A SBIGLE iG.'^ARD WITH APPROPPIATE TLCffi^IC^a SUBCOr'MITmvS HAVE . 
FOLICI OOG'NIZj^^JCE OWS. OOM' IaJI IATIOWS INTELLIGENCE AND G0:S':UNICA':ClCNa. 
SECUalTTc IF THE REC0:#1ENDATI0N TO PLACE THE E7ALUATI0H AlfD ANALYSIS 
OF ELBJT UNDER KSA IS ADOPTED, THEN POLICY GUIDANCE FOR ELIKT AS WELL 
AS COMINT AND COHSEC SHOULD BE EXERCISED BY THE PROPOSED SBJGLS B0ARD«\ 
Tha desirability of tbs present separation of policy guidance ep»= 
eeraing sommnni cations intelligence and coinniunications security through 
two boards is questionable since both functions are related aspects cf 
•telsccrjaunicationso A single board having policy eognisanca over eca- 
munieationa Intelligence^ COTmunications aeeurityp and elect.ronies in^ 
telligenee (ELINT) would provide improved soordinaticn and better 
direction of NSA and would also inoure that each of trsee functions ra^ 
selves proper emphasis and attentiono Jecauss oha whole ABCslligcnca 
and caniiiunications security operations sr© so intimately rala'tad to vte 
Goimroinications-electronics field, it would be essential that appropid-ai^ 
aubcomrait'uees composed of •technic a3ILy and operationally qualiiied psr^ 
sonnel be established to advise the boardo Both USCIB and USCS3 ar© 
substantially comprised of the same agency membershlpp aitliough USCSB 
also inclx’.dss AEC and Treasuryo Thsae latter agencies, howevar, do not 
have as substsaitiaX in'fcerest ss the other deparunents and tosir intsisst 
probably would be Just as well served through rsiembershlp on supporting 
por!mittsa.i(o (Pages 5 = 9 , 19=5?2) 

■ Reccsmnandation V.Oo 6 

TM/iT THE DE^AiilT'ISv'T OF DEFENSE CiU’JilFULLY STUDY- THE OFKj-ANIZAHONAL 
"" STRLGTU5'.S AND PROPER POSITIONBTQ VJITHXI't ITS RESPECTIVE SERVICES OF THE 
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THHES CB.:s£PT0L0GIC AG0ICIES - A5S3s ASA, MD IISG - HIKi A VIEW EDWARD 
IMPROVING their PRESTIGE MD SFFEGTIVENSSS, THEREBY S'lESIGTHENINO TlSIR; 
PSRSOMEL ASSIJSi’MSNT POEXOEES AND L-OGISTICAL SUPPORT, 

The success or failure o£ -fcha COHIJIT operation ultimately rests 
-STiith the cryptologic services of the Ainay, Navy-ji ansi Air Force, For 
this reason ad one ^ the organizational strueture and proper positioning 
of ths ASA, NSO, and AFSS -sd-thin their respective servicQS deserve' care- 
ful etsidy. Moreover, in order to do an adequate the eryptologlo 
services must be in a position props rly to recruit, train, 2 nd reward 
personnel who intend to malca CDMINT a career. This tiiey cannot be ex- 
pected to do if they are forced to compsta with other brsicfass of the 
serrica witl»ut having ’’top-level” appreciation aid support, CurrentLyg 
the organiaationaJ. structure and positioning of ths Air Force Security 
Service seems most nearly to meet these qualification®, while ths status 
of tho Navy Security Group, with a divided sub ordination ^ ajpeors least 
conducive to effective operationo (Pag® Xh) 

Reooimerd ation No, 7 

THAT m MILITARY SERVICES CSVB GREATER ATTEJJTION TO SEISCTING 
OFFTCEHS FOR COMINT DUTIES, ASSIGN REGULAR OR «CAREEB« RESERVE OFFICERS 
TO THE fiASIMUM EXTENT POSSIBIJS, MDOCTRBIATE OFFICERS IN GOMINT HUOR 
TO SENDING TH5M TO COMMAND FIEID STATIONS, MD ESTABLISH CAREER OPPORTUN.^ 
ITIES FOR SPECIALISTS B3UAL TO THOSE OF THE LINE OR GENERAL SERVICE 0?= 
.FICEP«So ROTATION AND PJiPLAGEMSNT PEDCEDURES SHOULD BE IMPROVED, THS 
FEASI3ILITI OF USING CIVILIAN INTERCEPT OPERATORS SroUID BE TBlRGUeHLT 
TESTED, 

IT IS .SLSO RECDHMESSiDED IflAT TfSS CONGRESS ENACT LSGISUTION TO AUThDSSS 
THE NATIONAL SECURITY ADEN Cl TO K4PLOI SIECIALLY QUALIFIED RETIRED MILITARY 
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PEESOMEL AS PliESE'flLI i^U'JJiiORIZSD TEIE CET^TR/iL BiTELLlGSJCE AGENCY AM) 

NTTH 'mO KE3TRICTI0N CN TIffi NM8ER SO EMPLOYED. SUCH L^.GISLATIOE SKOUD) 
ALSO PLK-IIT THE SECPJETARI (W DEFENSE TO RECALL REnFO© OFF.ia£RS TO ACTIVE 
DUTY WITH NSA AND HA\^ l^fOSE OFFICEI'IS COUTIT.ED AGAINST THE, AUTf PRIZED 
STRENGTH OP NSA BUT NOT OF THE HE-SPEGTIFE MILITARY SERVICES^./ 

A dissar 5 d.ee is done to the COMBIT effoirt by assigning officers who 
do not have an aptitude or interest in tills fieldj by assigning Raseiy© 
officers ifho do not intsnd to serra on actirs duty any longar thzsi ra<= 
quiredi by sanding officers to conmiand field stations without first 
training and indoctrinating thesi in GOMINTj by not givdjig equal career 
opportunities to specialists^ andj laatlyj by not properly or mors fully 
■utilising retired psrsonnal with long espericnos the cr 3 »'ptolog;i.c 
service o 

In tlie fields the two big probleiiis ara rotation said the low raen- 
^-istment rate liJhtch sauae not only brealcs in continuityp but varying 
leve^ of afficisneyo Administrative proesduras sno'uld be dsvised 'Whish 
would redusa the Instability and eon.saqu©ntly lessensd effectiveness o 
For saamplaj, in one station there hs.'ve been at least thrss almost c<3'!t" 
pleta turnovers of personnel durir?.g a thrse^yaar psriodo In addition-, 
ths time Isg be'lowssn detachment and. repl-acsmenu should Ue appreciably 
decrsa.sado The 'weaksst link tljS CDiLCNT chain is tne ^nbersept 
operator^ due to the rapid rate of tumovsro 

Although the onlistad jntei-cept operator is doing S 2 i inaxisquata 
Jobj, the proposed sO-tsmative to repine® him wi’fch a civilian operate®’ 
has only a lliaitad pa-tentialj morsovaa^^ it is liic&ay -ohax, many of th^ 
conditic.?,is which, mak® it difficult to laaice COMINT an autractiva carasr 

53 
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J'o.? military pareoanol ^11 nol b© sol'vsd Ishrougii ®i»plojrlng oivilianso. 
Pc-’sibly the beat solution i© to ^anploy a sufficient R’i^!ber of e:cpss- 
iencsd ciTilia^os at the working level to provide guidancs end establish 
standards for enlisted operators by working alongside theiii etatio^a? 
which rsquira bolstering<> Th© pilot operation for employnant of ons 
hundred civilian operators^, which was recently initiated by the ASA 
under NSA guidanea, should be continued and carefully studisdo^ 

(^g@a 27"3l) 

/ Re commend at ion Noo. 8 

^ — ' TH/.T THE SECRETARY ■''F DEFENSE GIVE FlEThXR CONSIDERATION TO THE 

/iLLO CATION OF AM APPROPRIATE NMJER OF «SU?iiR GRiiDB'rS” AMD R)SITI0NS 
U?IBER PUBLIC LAW 313 TO NSAs TO THE POSSIBILITY OF FURTHER IMDUCEMEMTS 
OR KIGKEE PAY ID SELECTED CONSULTAUTS| AND TD PRIVTIiLGES EXTENDED TO 
CIVU.IA'‘S OVERSEAS n 

The caliber of civilians working for NS A is ganarally excallenta 
particularly thos© in the professional sategorisso All of NSA civilla,n 
emnlo^r'^es ara placed in Schedule A# Althoug'h this does not in i(^sej4f 
solve all of the administrative problems created by the security re- 
strictions which necessarily surround KSA^ it creo-tss a generally satis- 
• factory situation^ except ^jith regard to the sllocai-ion oa ^super grada 
and positions under Public Lsw 313 which NSA should have© Neither t.li0 
Department of Dsfens© nor the Civil Service Gciwuxssion nas assumed iuU, 
responsibility for the allocation of such grades to MSA, but each has 
alloca''j 55 d soitta super gradaso NSA is in a less advantagsous position 
tiian the Atomic Energy Commission in the emplojmient of scientific eon- 
sultant55j, sins© the latter agency is able to give them higher payo KSA 

civilian personnel who ars staticnad overseas should, in general, enjoy 
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ssjtis pr'i'vHQgvSSy oT ”^K*ing6 ss Csnoz’ol XnGsXXitteKvs 

Agsn-^j OT othex’ govsrrsnant. emoloyBao in the s^s areao (PagsB 32®3U) 


’:?55 c«.mr.a jid ation Noo 9 




TlUT IBCI3 OR ITS SUCCESSOR 30:ARD CLARIFY THii: OBJECTIVES ARB 
FERJCTIONS OP INTELLIGENCE LIAISON DETACPS'iENTS VIITH fSl, ESTA8LISH imiPOM 
procedures to 3E FOLLOWED 3Y :; UCH DETACP^WTS W THEIR liELATIONSHIP 
ETCTH TflAT AGENCY, AND SPECiri MAXIMUM NIDIBER3 OF PERSONNEL K) BE ASSICN^JD 
FOR LIAISON DUTIES AFTER EXAMBIING THE EXTENT OF INTEfu;,ST OF EACH DE- 
PARTI'IENT OR AGENCY CONCERNED,, IPP TELLIGEPI CE PEESONNEJi ilSSIGJIED TO 


"X 


LIAISON DUTY WITH NSA SHOULD BE EIi£;UIRED TO ATTEND AN JUiBOCTRINATTON 


I 

y- 


COURSE CONDUCTED 3Y NSAo C 

Each of the principal i’eaiplents of COMlfiT, ioSo, tlie intslli-genca 
organisations cf tl'« State, Ar^y, NaTj, and Air Force Depm-uTients and 
CIA, maintaiiis a liaison dotacbj^isnt NSAo These datash^isrits, 
partAcnlarlj those of the three r>rllita;i'y services, have gro^vi into 
large operating organisations and a bettss' understanding of the proper 
relationship between these groups and NSA is iiaadedo Currant i-rlo slops 
at the 'SJorRing levels of NSA and th® liaxson dstashsasniws svaxii largely 
from laisundsmtandings whish in turn are attributable somewhat to 
eompartmsntation, but mors to i^noranse of the rsspactxve naade and 
problems of NSA and the intelligence agansieso 

Psrscnnel assigned to lisiison duty at NSji should not only be highly 
eiirp-orisnocd and informod in intslligsnce tachnxquss, but should nave an 
appreciation of COIilNT techniques as -i^rslXc Th3.s ca.n be accomplished smd 
a bettor relationship established 1-f it were mode manda-tory for thoso 
selected for li.aison duty -fco attend an ;lndoc trination courss conducted 
by tha No.io In addition, USGI3 shouM, after -study, define the fuactions 
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eicpeotQd to he perforrnad by liaison detachmeata end ths purpossa for vihxch 
those dstachnenta are establishsdo Th® numbers of t^rsonnel assigned to 
liaison datac’ments at WSA appeared to be excessiv^^ in soine inotencea 
end probably could be reduced following' clarification cf the mission 
id description of duties » (Pages 15“17) 

’' ReeommeTxiation Noo 10 

TIiAT NSA AND THE THREE CRYPTOLOGIC SEEl/TCES GITS GREATER EMPttASIS ^ 
~Wf AND CONTINUE TO DEVELOP MUTUAL COOPERATION IN^ BIPROVING THE 
TECHNICAL FEATURES OF INTERCEPT STABEOt^So 

In order 'co attain maxinrum efficiency in conisiunications intercept / 

/ 

greater consldoration should be given to enginesring and technical 
aspects of stationso Althou^ the problem is rasognijrad by hok and 
cryptologic services^ unilateral actions to influence both station 
locations md layouts have evidently been handicepped by m&uff j.cisnt 
«^rs«iation or understarding of some requirements by headquarters and 
field oommanda, es^stally in ths earlier j-ears of dovslopment.. N3A 
has only comparatively rec^tly given consideration to 'these phasss of 
qOHIlfi?*. NSA should step u? its efforts in this field, in cooperation 
\. 7 ith the cryptologic services o (Page 13) 

Recommend a'bion Noo H 

THAT MORE THOROUGH PERIODIC REUP/ESEIGATIOTTS OF PERSONNEL BE MADS 
PARTICULAR EFFORT SHOULD BE CONCENTRATED OH PERSONS OCCUPYING THE MORE 

SEMsrrivs positeonSo 

TIts security procadurea follcwsd by NSA are aQ.suua<>e uhs ojc*^ 

ssption of periodic reinvestigations to determine if persona pceviousiy 
■sartified as teving clear records have not 'in the interiia become securi 
risks o Ths aasurity records^'j including a National Agency Cnsck, are 
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rsyi.e^;T®d at five-yaar intervals ^ bu.t complete field rsinrestigations 

hairs not bean made at such inteinrals. Many of ‘choKS employed by ISA 
* ■ ' 

are engaged ±si rudimentary tasks Mh5,cha together ijith the compartmentation 
that is tb .3 rtilsy would prevent thera from ssrioualy ccmpromising tte 
effort o In the highest echslcns, a much greater Icnowledge of the COhIKT 
operation is rsquii? 3 d and peopla occupj’ing these positions con 3 ®<lusntlyj 
rrould be able to greatly injure our national security in the svsit they 
became security risks ,o In the task of cheeking , all personnel every few 
ysarSj thsi solution might be to establish which positions ere the most 
sensitive and give first priority to the rschock of parsons occupying 
such positiori ^0 with lower priority to those in Isss asnsitive positional 
(Pages SS'=2li) 

Reeommendy tl^ >Joo 12 

THAT 'THE DIRECTOR, NSA, BS GI'iJEN AufTIiORrFi TO IKSPSCT THE SERVICE 

CKi'PTOLOGIG SCHOOLS AMD HAKE ARPROPRIATE HEC0M?-SNDATI01'IS FOR IMPROVE-IENT 

Vn-ERE OOMIWT IS AFFSCTED.O 

Th 3 Di 3 ?sstor^ MSA, has placed great emphasis on education and 

training of NSA employees o Ths currieulum at the MSA school is oriented 

military 

toward OOMIIIT and does not duplicate courses conductad by the / services t. 
MSA doss not conduct inspections of ths cryotologio schools of the ae?=» 
vices and does net have specific authority to do so» If .sSA is accorded 
the opportunity to inspect such sshoola and make reoommsndationsj it 
is possiblo that improvemsnts leading toward elimination of umseessary 
phases of training and concentration on more important subjects could 
ba'offoctsdo (Pages 36«3?) 
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1st 


To-; Tiis Ghfiii'msnp Gonunission on Orgenisa’tion c£ the Esacutiv® 

Bresuch of Government a V/aahing'tcan Do Go May * 1955o 


Tha task force has revie’vfad ■^rf.th interest Part 1 of APPEJIDIS I 
and concurs with the recommendations contained thsreino The nrgportanc© 
of the adoption of Recommendation Noo 2 is especially emphasized j . 
this is believed to ba vital to the inteDiigencs efforto 


Mark Wo C lark j Chairmsn 
Task Fo 3 Tce on Intelli^snc© Activitisa 
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C0?!FIDENTlAL 


II GL0S3MI OF TESMS AND .!iB3flEYIATI0NS 


&FSA « Arjtted Fcrcss Sacm''ity Agency 

AFS3 ■=’ AIt Force Security Servie© 

ANEEG ^ Army-Nary Electronics Elvaluation Group 

ASA =• Army Security Agsnsy 

ATIC - Air Technical IntelligsnsQ Csntas* 


COMBIT ■= Communications In'calliganc© 

CONSEC ■= Goranunications Sgsurity ' 


DirNSA «= Director^ National Security Agency 


ELINT 


Electronics Intelligencs 


NSA 

NSC 

NSG 


National Ssaird.ty Agency 
National Security Council 
Nary Security Group 


OSO 


Office of Sps 3 sial Operations » Dspariment of Defense 


sso 


Special Security Officer 


ISC'IB « United States Co^unieations Intslligsnes Board 

' U3CI8EC « United States Communications Intelligence Board 

E:cecutiTO Committee 

USCSB ■=■ United States Gcmmunicationa Security Board 

USCS3SG ^ United States Cojimunications Seoarity Board 

ExeGUtiTPQ Consnittee 




iXiNFl^DS^iTTA L 
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I EiTRODUCTION 

During th® survey ot intelligsnse activities^ it soon, cleveiopsd 
that the effectiveness of ths "Hhol© nationol Intelligence operation 
was dependent to & high degree on adequate and dspsndabla cojiimunxcatioi'iS 
and electxonics support o Tl:^ importance of this can b® appreciated 
batter whan it is raalissd that (a) there as*© more than| 
sivilians « for a total of .^proximately| 


military 


and 


directly 


or indirectly involved in ths overall coitimunications sad elsetronics 
effos’t in support of intelligencSj (b) tliis ccranunicatlons cSid elscvronic^ 
support is costing approximately I l(<^) 'total 


value of installations and militai’y equipment especially assigned or 
available to facilitate utilisa'oion of commmieations cSid dectronies 
in support of intslligance is ii'i the order of $300 millioiij, and (d) 
realistic forscastingj, based upon past expsriencag makes it clear that 
in the next national emergancy the total damazKis of all acc^xiritiea =» 
both military and civil - for communications-elsetroniss services 
will far exceed available rssourcQSo Obviously^ it is is^ortani/ thav wa 
lalow now if these corrjiiunicatioiis and elsetronics efiorts are properly 
planned^ coordinatsd, and effectively util'ised to mast not only peases 
tima naedSj but also those antieipatsd under the stress of a national 
smsrgsiisyo AceordingXyj, it Wi^ dctsiTiiinad to make a sj^cial survey ox 
thu coKSftunie ation 3 =elsctronies phases of tlis intslligance activities 
problema 
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II SCOPE OP m SURVEY 

Escaua© o.f somplexitry of the corttmunications snd eisc'-jronifis 


situation in tesros of basic sinilaritiss and relationships in the 
technical operatioiis -versus wide dl-ffersnces in the ob^sctives end 


security aspects of "the operations > it was deemed in tha xntsrast c£ 
simplicity -fco examina the problem in two general directions j 

F irst ? To develop information as to what major tjpes of consiunies^ 
tion. 3 '='Sl©©troniG 3 effort are essential to support the overall inteUi^* 
gence operations. 

Seconds To develop infoiroation ^vlth respect -fco controlling factorsi 


rslated to these various types, directly affecting ths-ir operation^ 
efflsionsyo Some of the more is^ortant are; (a) requirer.ents fos" 
normal type point=>to=-polnt comm\snicatlons and how 'they era geiisrated;^ 


planned, processed, and provided. j (b) reciuirarsnus for sjscial os* unusaal 
electronic opsra-tion^ intended to assist intelligence by int©2«®ptiQiis 
of radia-ted aignalSj, either in the regular eonm-unications field or in 
tha non«coimimnication3 field j (c) adequacy snd dependability of tl^ • 
facilities available and planned for peacetime ^d wartime operations^ 


(d) coordination in tha planning sad operat-icn of -Ihe facilrtiesj (e) 
any upnee« 3 ssary duplications j (f) disaster plans for key installa-tiorail 
(g) adequacy of national comxmications security plans aid operations^ 
and (h) research and development programs operating to xn^tpro-ve tha 
u'fciliaation of communications snd slactronics in support of tha intelli- 


gsn«3 asti'vitieso 

The survey was laada by one staff member added to the ’ teak forces 
late in January 195'5o Tha informa-tion is based primarily upon visits 
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'tjQ Olid disGyssloii’ repressnt.atri.ves oS lil'is Tslsconsiiunicaoicft PXasmxng 

Cssjsiiit'osQ . o? Office oi‘ Dafsiiss I'-iObilisavS-ong bii3 Join'6 
t)lcns-SlectroniC3 Committee (JCEC) of the Joint Chief e of Soaff^ Arraj^ 
Na¥y ,9 .Air National S3«vud.ty Ageney (HSA)^ Amy Security Agency 

(ASA)j> Army^Nairy Elactionics Evaluation Group (AfJEEG)^, Air Fores 
Sscm-ity Service (AFSS), Central Intelliggnsa Ag^ey (GIA), and the 
State Departmanta While the quick survsy produced broad information on 
some apparent weaknssBee in the plana and operations ,, time did not per-^ 
mit sufficient foUosjssp of discussion and visits to elarixy propsrly 
many of the po^nta dsvslopisdp nor to compara actual operatl^s*.^^ 
field with the deseriptions of the plannsd and astu^ Gyrations obtained 
from the ®^hois 3 office Several xteiTis need much further snamination cw 
at least detsiilsd spot chssics 5-n os'dsr that Ihe eonclusioha end recora.'’ 
raondations set forth in this j'sport may be confirrrced or revised to meet 
the true situation^ es davslopsd by ths more dstallBd ©nasninatioao 
This report is limited to the sui'vey of the tachnical ph8i?es of 
the coTfiM'unications ■ and ©leotronics problssip No attempt has been made 
to datermin® the validity of the basis or pure intelligence defectives 
or rsquiremantSj, which then generate th^ requirements for ths scmnmnicSR 
tione=«lactroniss facilities o 


XII TYPES OF COMMIPII CATIONS MD ELECTRONICS SUPPORT 

The overall int^ll3^enee operation^ vd-th the nscessarily e.ssopi3tsd 
security featureSj, coiiaista essential^ cf five steps® ihesa five Si^eps 
and ths related coi!snunicationS'^lsetx’onic& aspac»a !^tb sho.fn belowo 

lo Production or Collectionof In form at io n o This involves radio 


intersaptionp i-adio direction findingj 


bf all 
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1/ C-1. 


ex' i*sicixo signals whicli tnajT "bs rociucad vO litcsal plus 

ef ield su^ireillanee by elestronic ir^sans to obtain inTci^ation fron 


signals which do not reducs to liters texto 

So A sgembly of Information for Evalnation o Much of -aia rm 
materi^ obtained from the electronic itss an s indicated ^cv&, as H«il 
as certain other source material collected in the field by other rcssnsj, 
must be sent back to tha various evaluatlcn centers home snd ovsr^ 
asas over tiia normal radio ^d telegraph point«to=^oint ssmmunication 
channels o The demand for this type of eorenunications will increase con=* 
alderably in time of national ©mergonsyo It involvas worldwide som=» 
municationSo 

3o Evalu ati on or Analyai So Ths moat advanoed and highly complex 
modem electronics e»j,uipmsnt is nc?w ba3ng employed at tlia e^faluation 
eentera to sijeed up the attainment of resulte end to elicit many 
analytical possibilitiasi which war© not possible several years agOo 
ko Disseminationo Tte product of tha evaluation, ioSo, in= 
telligens© derived from the aaalyfsis, must be sent out promptly to th© 
various users in widely separated locations o This also involves worlds* 
wide pointeto«point eommunicatlonso 

Communications Sseurltj o Electro nically-^jpe rated cryptographis 
e«juipmsnt used to insure that the information bsing transmitted from 
point to point over ouar various ooiTsmunications facilitiss zs not divulged 
to tinauthoriaed persons or natioiiSo 

(Broadly then^ from the consnunicationS'=’ei3ctroiiic3 viawpoint^ tnere 
are four general typ^s of operations involved a These arss 

lo Standajrd type pointeto«point coitimunicationSo (COMIWIGATIOfiS^o 
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Spsoial comunic^itions intelligence o^perations (Cni'IiiiT)p 'vjith 
ita field (intercept) phase and the evaluation phase a 

3o Electronics intelll^snse opsration<s (ELUnIOp ©Iso a fisld 


(intercept ) phase sind an evaluation pliasQo 

Uo Coiamunicationa security operationa (CDKSEC)p affacting all 
point»to*=point comnunications operations o 

It should ba noted that all four tj/pQS are directly relawsd to 
standard coinir.unicationa in tem^ of technical orsrations procedures^, 
equipraents^ training of personnalg research and devalosstsent aspestaj 
andp moat csf all - to be effeetiva - they require esntraliaed control 
^iOith affective decentralised operations o 


IV jRSaUIHEi-ISSfTS 

In each agency survsj^dp the gcnsrationii e>?a3.?ja6Xon or acrsehingg 
and pros ursTisent of services to meet the requli’^^en ts .cQUcyed the ssr*.® 
pattemo The basic cGBsaunicatlons and ©lestrcniss requir-sasnta st«a 
from intelligence rsquirsmsnta establishad by NSC or US GIB » (These 

f 

are not being aat up properly to permit eff active utillaatioa by the j 
Goram?Sications«=®lectroniea organisation in developing ■&© mssirnua | 
ccramunisations and slsctrcnica potential for gathering IhtalligencQo I 
Efforts are noW in process in USGIB to Improv® the setting forth of thea^ 
basic raquirei^ntSo) Tisse basic requirements are then daval^ssd in 
datail by vise plaiinsra of the v?ariou0 inteliigEncs agancieso Usually 
at this point the wrammicatorb or special cersmunlcations^elsctroniss 
advisers Join tha planning afforto Ths comunicationa aid electronic? 
fsatyrss of the plan ara tlisn prepared concurrently with the basic plaiio 

$ 
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Reciissijs SI'S raade^ whensvQX’ 'this is CQisidered fea.3ibXoj on on© 
of the exiating government cosnmnications services to provide point«='to=> 
point consTiunicatioRS servicsso For SjisnpXe^j KoA presen'jS i>jS poino='4.-!rf=‘ 
point eommnnicatioiis requiromente both immediate aid on a three'=*jfear 
forecast basis ^ to the vCS who then (though JCEG) allocate r33poi^X'=* 
bility for providing the required service to om or mbr® of the military 
services o CIA operates on a somewhat similar arrangement^ esccept that , 

CIA dee3.s directly x^ith the different military services^ each of whom for | 
security reascsiSp has designated a special liaison officer to handle CIA 1 
requests o In sj^cial casea^, where the military- services do not have avail- 
able facilitisas CIA provides its oxvHi, or leases facilities from or© of th® 
commercial conmiunications eompanieso An example of this is x^sre CIA has 
installed^ operates^ md maintains a special long^liaa overseas radio c;ir- 
cuit to tl'B South snd leases svb marine cab!l-e facilities to Sxiropso States 
Departussit dso leases coTfjmercial channels "to Europe to rexnfra?c© faclli— 


ties fu misled to State by the military networks p 

Tto demands for point-to-point communications services of the Army^ • 
Navyp and Air Force intelligence activities are realistically screentd 
by the chiefs of the respective communications aervicesit to daterrain® 
validity^ technical soundness^ and iK3W best to meet the damsndao Tha 
CIA Director of Gcmraxmicaticns screens the demands for CIA end than 
presents them directly to tha Armyg Navyj> or Air Force for supply of 
3 em?icso Tha Amyj, Navy^ and Air Force do not challenge the requssta 
from KSA or the civil inteUigence agencies unless they are unable to 
meet them, in which ease they xrill try to adjust the demand against whcd. 
is available p or arrange through the Secretary of Dsfes^s or tte request- 
ing agency for additions to be made to their military facilities to meet 
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the requiramantsio NSA satebiishss its demands sid then preaanta 
theip, "bO JCSg who do not chs3J.ongQ OT examlnQ ti's tae 

rQqnirsri'.entj) but try to furniah by allocation of responsabiliuy for 
furnishing the servica to the hmijp Navy-j, and Air For«©c If the JCS 
are unable to furnishj, they try to adjust by negotiatioa or will plan 
with ths military services and the Secretary of Dafenas for additions 
to the military netwoiics to neat the HSA demands© Generally^ thi.s 
method of handling the xequirements and tha resultant arrangss^nt fcsr 
provision of point-to<=point somniunlcations sarvices represent a ®o<= 
ordina-tsdj, sensible way to deal with tlis problara^ except for one aspeeto 
Ttere is room for improvenant with respaet to iuisureneQ of economy 
and rsaliam in the devalofmiasf’t of CIA and K3A point°tO“polnt ccmsiuniceR 
tiona rsquirsmants “> at laaat in principle ^ if thss® requixementiS 
are to hav© ths benefit of objsetiv® OTaluation by an authority other 
thsB the actaial operating authority© Tesbnically qualified authorityg 
not involved in the ,sctual operation^, should rsvisw aid eanmeiiv to tl^ 
dsparttrent heads or dire© tors coneen^d on any major or 5pec3.al uype 
ccmmunioations or electronics proposals of intsHlgsice agencies vo in=> 
sura that they ars basically so’und ®.d realisti©© Whsnsvar possibls^ 
tlTsse facilities should be provided from existing ssrvicas or facilitlGS, 
Tills >x)uld provide a suits&le siiacic on any future tersdenciaa wo go 
^luxusious’’ or to get unresiixstxs in Hi© face of anticipated wondiidons 
likely to exist in the general ccmmunications-elsstroniss effort in 
wartime© It would appear that the Joint Chiefs of Staff X'iith its 
existing JCEG group of hi-ghly experisnoed sid tadmieaUy qualified 
parsonneX could effectively provide this particular advisory aerviss 


I 
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£ot such agencies to b. nisniisr t-hai/ wouXd be in xhe best ijn^eresva of 

Gcvaxmsnto This could bs done by dirscbion of ths Secretary of 

, , ^ 

Defense for WSAc It could ba done 'Uiraigh the Secretary of Defsr.aa, 
at the request of ayiy in'telligenc© group at USCIB levels for activities 

not a part of tte Departasnt af Defeaseo 

The requirementa problen related to the daveloplngj^. procesaing^j 
reviewing^ and Implementation of communications and electronics plans 
jji support of communications intelligence sid comunieationa secirity 
areas appears defective in tuo major aspects: (a) there aj»ears to be , 

I 

i 

no pw vision for an dojectiva technical revisit of ihs basic 'coirnimiica= ! 

I 


} 

I 


tions and electronics req’xLremsnts plan generated frcm the admittedly 
unsatisfactory USCIB atatessni of basic or pure intgll Igence raqiair©^ 
msntsj, and (b) there appears to bs no affective provision for 
jeetiva technical revisw of the communications and electronics ©quip'=» 
raentSj, facllltiaSg, and personnel requirements developed frcai (a). Xt 
should ba noted that -Htereas moat of the polnV>te°poiat coraaunications 
rsouirements have the benefit of 50ms technical guidancs from the 
military ccmmunications services although this is purely airiisd at 
utilising to tee maoclmum existing facilities and does not touch the 
basic or initiaL justification of ths need for the service - in the 
area of Sf^cial communications intelligenco and conammicaticRS securii.yjj 
the intelligence activities sat up tteir oun requirements in taiw of 
persjcmeip equipment^ End funds o (This is primarily an IISA areaj, 
tfith lilA being directly suppojrted by ASA. in tne Army^ NSG la ths N's^jy.i 
and AFSS in the Air Fores,) For exsmpte: d©velop>>ient of reqjiirements 
in tlTB GfxaNT effort for intei-sept pcsitionso This involves such 
factors as (a) 


operated by all fcrai^ govsmrBnte 
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Ion a worldvjide basis j (b) m^raber of 




military 

( 


in peacatimej, (d)hcn)rmany acl ditto nal Ijika anticipated in waruitrsp 
(q) 'ft'hat cMpes and additions in coverage to be mads in wartiira^ (f) 
v?h 3 Hp vrhsrcj) snd by whom the selected Imlcs cjin besi.* be covered^ (g) 
deration of coverage o Every one of those ques'tions involves fundffiaai4»al 
commisnicattona and radio probleiaso Every on© is reiaii>ed to the 
wartifT© commiznications and alectronics capability in the ox esvi'^ 

mated available resources.} Should the number of intaresoi^ pcslttcsia 


in peace tin© be 





Every position involves highly trained personnel*, eonpless ard s^nslva 
©quipmant^ effective engineering griidanc© in location and Ira'taUaticnSo- 
Xt clearly is proper that teose with COMINT responsibility chould develop 
ths basic plan to includa patting up the requircrnsnts in tems Oi 
aoimal and equipment to irsst the requirements o It is of the greatest 
ImportanoQ that such a plan -= such sisaable requiratffints ■“ receive tb3 
benefit of ravisxf by tbs best qualified group nvailab]^ with suitable 
buerational eiqjerience in the eommunica'ljion s fields to {a) dsfeeruu.!!© 
tte overall realism of tbs plati^ (b) determin® its soundness from tte 
technical viewpoint, (c) see if it makes full usage of avail abls mesrji, 
(d) determine the impact of the plan on the overall ©oTHmuni cations sssi 
electronics rsquirer,©nt3 for all Federal operations ia time ox emergency « 
It is stressed that thesa com'''Unieation3 intell. igence and ^mmunica^/j-ons 
sacurity .field operatirns are today*, and in tee fuiure will be, mainly 
military'' operations © They cannot be measured mainly on civilian 

9 
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vfhich do not necessarily apply to mlitary operations They 
should not be ineasured in overentlmsiasr.! of intelligence persoamel who - 
obvloi: 33 .y do not appreciate some of the long-raaige implications or signi- 
ficanoQ of this coinmxinic ations and electronics ”resn3o'® It is not d9"» 
finitely concluded from tois brief survey that in^ropriate, or unnacessary, 
or meconomical demands are being wisde and implemented in this araa^ 
but thei-e are certain clear sigaa that (a) there already are soms un=> 
necessary duplications of effort occurring^ and (b) sane of the thinking 
and operational ob;5ecti'vea verge on T^iahful thinlcing^ tend to ignore 
realitieSj, aid may z'equire radical changes in tinea of emergencyo Tha 
definite conclusion is that soma effective plan should be set up so 
that those at high .le'walsii and req,uired to make policy declslonsi would 
seek out snd have available to then the advice and guidance of thos© 
xfho have a wealth cf Icncw-how^ those who can give tosm an unbiased^ ob« 
jective evaluation of proposals ^ these who will most likaly in tha 
final analysis make the overall coitmunicationa snd electronics military 
plan worko The chiefs of the railitaiy cormunications services^ 'to© 

Birector of JCSC of the JCS^ and to^ir staffs contsdi^ a wealth cf knc»J= 
h®?^ basad upon ejcperienceo It is not clear that such gdvise and guid=> 
aioe hava been sought out or effectively tiSed by those at high level 
dealing wito this highly technical aid e:i?>snsiV9 facet of infeelligeiKs 
operations o 

¥ AB.SQUACI AND RELL'^BILIIT 0? POINT=-TO-POIN‘? COMI'llINICAHONS FACILITIES 
For peacstima^ there existo a oomprebensivw^ integrated rrstwork of 
Gcxiraunications both in the United States and to all important overseas 

areaSg especially XiJl^rs military forces are stationsdu "that is ccnsidared 
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both adequate and 3:^liable to meet th® reqniremsnts of the whale U.S. 


5.ntell5~?'enee eomimityo 

For wartAitep there may be more facilities actually available than 
at present^ but ths reliability factor vrill becoins a matter of ma;)os’ 


concasn o 


1 


to cause 


considerabis diiiruptioa of both the strategic long»line radio circuits 
and the short-haul tactical clrcuitSo Additionallyp there will be -as 
(a) heavy traffic loads normal to wartime operaticjoa, (b) nomal atmos- 
pheric interrupticnsp snd (c) periods when cmbat operaticnal priority 
demands will require readjustment snd allocation of all ava^iubla long® 
line c 5 -rcui-teo In such a situation, the extensive and well-lntegrated 
radio communication networks of ti,ia three services, plus tte cisbls 
facilitissg x-d.ll ba aolte to .move tz’affic over arterial I'cng-hanl circuits, 
but this will involve iTmch rercutistg of traffic, rearrangement of cir® 
cults, arri heavy utilisation of coivmon-user faeilitleso The serious 
implicaticna tc intelllgsnc© operations are obvious t, The antidote is 
maximum eoordination and integration of eosimnlc ations-elcctronics 
planning in peacetlMg 

There is clear warning her© to all Intel ligonca agencies not to 
gat too dependent on equipment ^ich may require special full=tiiEs chan® 
nal3o This rslates directly to aoma of th© present and plannsd communlca^ 
tiona sssurity equifmsnt requiring nunsrsus ®'on-lir;s'’ full-tems chsnnaiso 
For exEmipla, in the United StateSj, cn overseas linics and within overseas 
tl^eatsrs, tbs Air Fores now operates mora teisi oijs husidrsd “on-line** 
■ehannalBci NSA has seme flfty^aix in the Washington area alornso Most of 

tteae are operating over land-llnee snd soma are operated in the overseas 
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cioannalSo H9-wOTer, maivy ehsmels ths OTerssau 

theatars inTolv© land-lina circuita obtained from local ciTil eonnrjnioa- 
tiona companiioiSo Tbe avaHa’oility of 'Wioce iacilit5-es in sn eir*ergancy 
cannot bs guarantsadj^aineo they are not imder U. So conu-ol ard ■sd.Ib. 
tea s;sb,j8®t to both sabotage and possible enemy actiono GerBrallyp 
tha chances are many of these channels ^-ri.11 be Icsn to the inteHigeac© 
activiti^So Tlus means there may be wholesale shuffling of comunica=- 
tions arrange’is^atas, with heavy ds:>end0n3e on eoiTsnon-nser systems^ 3ust 
when the. facilities ara mcst needsdo of this emphasises the need / 

of affectively marrying day^to^^ay training ssid opsra’fcions 'bo tna 
reai.ities of a wartiims situation; ioSoj be sure the intelligence activi=' 
ties ean opera-tei effectively on what is available o It is not too clear 
that such realism goveraa opssratlons in some of th^ intelligonss agencioso 
Ona of the major factors in bringing about depsndatellity in over« 
all ccsnmunicationB is the capability of rerouting traffic in smargensiaa ■ 
cr because of man^mada or natural interferensco This capability of 
"getting the vaasags thrmgh« is dependent 'to a h;lgh degree on affe®tive 
integration of various ■ cowtiunicaticns networks said tne ns'^ssary 
standardised ■ operational procedures so that tha seucing up oi special 
ciz'C’viits 0* the passing of traffic over any available facilxty e®_b§ 
done in a routine fashicno This situation e^d.s«s co a Mgh degsree in 
the worldwide networte of ths Array^i Navyj> aid A.lr forcao Ahay are 
proving their capabilities to this direction every day by imiproved Qper=> 
a.tion,al practices j irfith tested new squxpifsnts and additions <x> tns 
systsms’' capacities and routings o 

Tha major lang^lto® communications networks within the Unx.tsd States 
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have a very high degree of dependability from tte tecnnicaj. viewpo'JJ.ito 

Ho’feverp these facilities cou3.d be seri-onsly affected by strilca action^ 
dolibsrate sabotag©^ or by ineffective operation Oi prios*is/iS3 end 
controls of personnel te restore essential national sormimica cions ssr®- 
VXC83 promptly to key intelligenca activities in wartine or in casa cxi 
disastero 

At this tlm&i the intelligence activiUes obtain their require- 
merits from ths existing and well-integrated military end civil networks 
for crorseas communications o They have access to fcte world’s bsst 
cciinsiniGations facilities within ths Uo So borderSo Tha .•-Ki.e-sligense 
activities are reinforcing thsir overseas facili’tiaa obtained from 
ths lullltary by leasing circuits from coiis'iisrcial comnunicationss 
companies whenever the mil5,tary are unable to meet ths das^iEndao This 
arrang^Tsnt is basically sotindji e con omicali) anct. certainly in 
lirterest o£‘ the ’ Gove r/vnOTit « In this areaj, ttera are tisvsa whsu ths 
’•eager beavers” or ths ”©iapire buildars” damai^ ©:,^>^3ive circuits 
for ii'sir own special purposesio Any sush tandsnei©® should be res.v3 4<ad 
flzmly^. That is why there is need for an effective end rsalisti© 
screening of all requirements for comxiiunic ations ssrvises 'to uncov^s.- 
promptly any demands for what may be called ^luisury services t> 

Tte present arrangements provide tee ma^il-iaum in obtaining adequat® 
and depsndabla communicationa services and facilities lor tbs 
national Intelligent s agencies at ths raisiimum cost «o the Govsmmg!n?#ci 
They provide reasonable assurances that the adequacy arsd depend- 
ability esn be 5 !iaint;ji.n 3 d in time ox nati cn.sl en^rgsneyo 
£j“rtUigsmen t® should b© continued o Any attempt to sec up cij^arate com— 
iTiunications systerr^i cr facilities p 'i-diieh duplicaue existing facilxtioa 
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¥I GOI^FiWICAn’OMS Ii^TELLIGIiJICE (COOTr) 

The Bires-bcr» NSAj, ops rating diraetly unde? fes Sacratary d 
DsifeneSj la responsible x'or the effsctive planning Tor end utHiaacion 
of available coiriirtuni cations in'telligensa eollection and processing re- 
sources of the United States to meat U<, S= intsUigsioe requlz’ementeo 
(?ISCID Woo 9 establishes USGIB and designates the Secretary of Defense 
aS' the executive agent t> Tha Secretary of Dafense has delegated this 
full responsibility to h'SA/. ) 

ComrnuHications and electronics operations are the laa^oi’/ineans 
available to carry out this mission c The 2 *aquir©:^nts generated by 
U3CIB Statsrfient of Rsqtiiremsn’tis and restated by MSA planners are ©omples^ 
covering eex^sral facets of coninunicaticriSo They are large in qu csntititi« 
&jhen. Fieasrrecl- in eoi^unicaticns sennicssp fjcuipKentSst s 2 io. psrsoniisl &0 
o?sr-atf 3 the equipment c Essantiailjq ‘Ihej recruire rapidity of point- to- . 
point coiEuxinic ations ^ ability to trsnsmit all messages over such sy3«eu39 
encryptedj, and nscsssary exclusive—us© channels to psrtHi)< such trans — 
miasioj^o 

Tbs present plan^ xfnereby the Armyg Havy^ and Aix’ Force provid.® 
the ma^lority of ths communicationB servi.css and the units to 'operats in 
the field ths KSA intercsFi and direstion-findir^ (DF) missions, is an 
effective snd realistic "Kray to meet ths problemo ihs 'eJlnolQ NSA lield 
operation^ related clcsaly ae It is to coiTiraunications, has certain in- 
herent charactex'xstics of ccfsnunicationSo j.‘or ssffinp2.3i ’cfe priu<-ipi-'3 
of C 3 entra 3 .ised control nsceasairy to any siseabls corasunicalons 

nstrork la obviously needed in tha T^SA opera'^ionj NSA has thiSo (b') Be— 

lU .• 
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centraliaad operations dva regard to local area situations and 

ability to operate td.th offlctency in time of m-ajor emergency^ 

HSA has this only in part. Since its OYorseas customors aro essentially 

military, it hrs certain principles of comand also The 

Bii'ectorl iSA, Is awar® of this ffid in moving tei^ard better decantral- 
iaaticn. Such decentr^i^ation trill be helpful in times of national 
disaster or in cas® vss'o 

It Has notad that a nsv school for opscial typs equlpwmt for 
intoroopt of radio talatypa olgnals vas boJng sot up In GoUfornis by 

the Air Faros. Ths Navy axpooto to partloipato. 

From ths national Intersot vlsspoint and in tha intorsot of soonony 
in ass of rsoou rosa, evary sffort ohould bo mada to tasurs toat HSA 
utiliaas to ths Baxlmm all availabls raollitios, oorvloaa, ®d equip- 
«nto ratoer toon bsoone involved in sotting up any dupllnats or 
parallel arrangefijontso 

Vn EX^GTONIGS INTELLIGESCS (ELIIIT) 

ELINT « that i>art of the intelligenae effort ^’hich deals liith tee 
interception of electronic missions or sigmla not carrying regular 
communicationB - is a comparatively member of the intellig^ce teaiE 
It has evolved over tee fe’*J 5®ars from tee piorisering of tee 

military 8erv:lces '^ho have a high ijotereet-ija radiating signals ^'htch 
may ba related to slectronic devioes or equipments used for guiding 
mlssilas, or for energising slsctecsiic equipments vhlch are being used 
..oapouBo Such informaUon is most. Jislpfull in locatn^g and unmask-i^^g 
arismy offensive operationaa Thas© things are real, vital, and of im- 
tBsdiata concern to the military sa^nriceso Tbo Army and Savy haro a 

IS 
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joint. a3':c’anga?73nt ifherein tte ravj nata:ciEl intex’'cepts are snaljfssd at 
a cen'tTRl point o Any product of this analj'Sis xs dianrxbuijed ijO uho ^ 
ttoes asrrices md to HSAo Tiie Ais’ Force is operating, ijid-apsndsiitlyp 
bwt doss maintain liaison not believed to be very effective ® vritn Wts 
Army and Navy., Thsir analysis is being donsj firsts in overseas 


thea'tsrss midj sscondlys 



There is nssd for an organisation -vjith a cexitral authsrxcy to 
bring about a rfiuch better coordination in the overall planning^ overall 
oparatior^ and an.aly 3 xs of tha mataria-lOs and then to insure 'fchat 
there is full dissemination' and proper utilisation of thxj producto Tha 
absence of such en arrsr^;'3Kent contributes to duplication of to 

some arsciB ^^rhilo rmportajit gaps could be present to others o Any pl,'in 
which irjould result to ths setting up of a seirtral authority for ELBIT 
should include full consideration of tte very irmediats and direct in- 
tereat of the military services in thto particular fioldo Such plax 
: should insure control of electronic countermeasures (EGI^Oj a tactical 
weapon to the military comraandere eoncernedo 

A plan to correct thie situation® ganeraO-y agreed to within the 
military services® has ba®i under discussion at JCo® Dsianse® end CiA 
level for several months. There is need for decision implementing 

actio no 


VIII COKiTMICiiTIONS SECURITI (CONSEC) 

Communicstions .sectirity® as discussed herein® relates to measures 

taken to pyotoct from unauthcrissd parsons classified info rnat ion 
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tr,a:n,sciit-usd via electrical mssns from points ■iO“po3ait^r> j.t pertains to 
crvp"^o,'?;raphie ayatemsj, csTptogi'ap'rdc eq-uipnent;, end orjTp'tograplrlc 
at.iona}. procedtK'aCo 

Responsibility far sffsctiva ccmimyiiications sscuid.ty in the United 
States has been placed by USC on USCSBo USCsBa in turn^, has dslagatsd 
tte responsibility to the Sacretary of Dsfsnsa as tte e:sQcntiTa agas-t- 
to take all necessary actions o Tha Secretary of Defense has designated 
USA as tile agency reap onsibla -for anpplying neeassary materials (©quipmsiit 
and syatema) and for nsc8ssa3:y technical gxridance wrth respect xo i5til» 
ization of the iuaterials by the vazloas doparteents and agencies o Tm 

/ 

departeents and agencies ars responsibl© for ccmmmicationa Becurix.y _ 
operstlonSf? This is considered a feasible and sn. ej.xofivivs arr8ng©ri.-ssi<»o 

USA ds^p in fact develop^ mamifactures and distribut©;, on a whcl©-“ 
sale basis a cryptogre^hic ays terns ^ as x’Ci'iuii'od;, to all goverroTis'nt sg'sn'=? 
eis3o, KSA develops and p^’oeures aH nesdsd manual or slsctsionica3-ly 
operated cryptographic equipment andi) as necessai'yj, maiuf ac tursa is'iiih.bi 
N3A certain essential parts of these equiprasntSo They ai-e then issued 
with necessary operating instructions oxi a wholesale baste to govemiitent 
agsncleso Additionally, specified s®curf.ty violations involving possibls 
oomprcmiis© of cryptographic s^stem.s are x*eportec1 to USA where it Is 
determined by careful ava3.uation if an actual compromtee of a system has 
bcciirred, how ssj^ous it may bs, and what correctxve s.ctiori should be 
tak©no, Depar-tn^nts aid agsncle.s concerned are promptly notified of 
car i'^ictive acttoxi needed^ Cors’octlve actlcns are tlien tsksn by tte dS" 
'oa.rtmsnto ccncomsdo (Ssci-irity is a co^mnsrid .Luncuxon .Ixi oiis mixioaxy 
services o) . 
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CIA and Stats Dapsrtent use and sqoipraents provided bj 

NSAo liiey also produce ca:-fiv?ia special- codes for their c/im usao i•h'^z^3 
e:;i:ist-:3 liaison i^ith NSA on -these ‘bo Insure adequacy of assnu-ity bejjxg 
devslopad.o 

There exist codes which permit worldwide exchai-igs of irifoxtaation 
on a secure basis between the yarious Uo So dspartmenus csud iiitelligenc© 
agencisso 

NSA, GIAp end State Dapar-tment all indicate stodcpilea of soma re- 
ser'vs equipTiiant and siifficient syBtaiRSj) at loaatims -wsll ou-t ox j 

areaa^ for emergency us3o hSA felt its equipment ressrva migut not b© 
adaqua't®) for a major national. erasE'gancy of any real duration sine® it 
Is ^mable -to procure idisse o.]uip!UQnts •» which rsqulire itioh-5l3. of 
tljriQ - except to meet specific recuis’cments o 

Reports of possible cryp-tographic vompro-mi-ssSj, diiT'Sctly re'iatea 
to coramunieetions In-telllgsTLS© operaticjos^ during the period hOTCh Ig. 
19 bU' 'to February 285 19 S 5 j showed a total of l|i 330 (including 8^0 | 

possible cryptograohic ) srro-ssin transiuissionp 260 messages acsc or i 
misplacadp and 220 possible ccs!m\mication 3 intell igsr^-Q compromises o j 

Further careful evaluation of tlis situation indie a tad the 00 ability 
that only two of tbsgs-'compromises -^.'sre considered co endanger curren-t 
or f!jt?cT0 operaticnSj and these two fox' less than four <xB.y 3 » mis j>tou1u. 
indicate a generally good situation in ‘this particular araso The 
majority of these security violations are -due to hura^ errors 5 this^ 
in turnp is di-sa -to the great turnover of ps^rsonnsl^ especially in the 
lailitiiii’y' serviceao 

It should be noted that the above figurss are liiiJitdd to possible 

coifi-oromisffls of coiTsmunications intelligenss (boA) traffic^ which is 
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eoiisidared the niost sensitive and providea a high pcsrcentage of the 

toted, encrjnated traffic carried over the ’worldwide irdlitery netvos'kso- 

To gst a tra® overall picture of the ge.neraJ. eOiTmunicataons (crypa^ 

graph!®) seeuority situationg figures affecting tne handling oj. coded 

traffic by ths ma,ior networks in all arsas aid for other customera o5? 

activities must be consideredo Specific figiares wars not available 

from s3.1 agencies ^ but broad figures obtaimd from JGSC of the. Joint 

Chiefs of Staff indica'fc© l^a gen erial situation for a period of appros- 
/ 

linatsly on® year^, insofar as tl^ Arrays Navy^, and Air For«s operations 
are coficemedj to be substantially as follows! 
lo ITumber of massages sarA 
g, Number of chsices for Besm'ity vIoIsf 


tioo in handling msssagos in lo 


"5 oTO ariQ"'' 


3o Socurity violationa considorad ct bvx-^ 
ficientiy serious nature actually to 
endangar cryptogrsphis eaaurity 


8 


Frcra tlie above, it appears that (a) the cf/erall coranimic ations 
(cryptographic) security situation is very good and (b) iJith full 


This figure dc8 3 not include (a) multiple address type mssaags® 
requiring utilization of more than ora crypto system and (b) additional 
messages developing from breakdown of long massages Into sevaral for 
©ase in bransmissiono Those additions would a.dd a,5^ro%itna.j#9ly tan 
pereant to the above for a total of about 870,000 mss53age»o 

Ccmplet© transmission includas five handlliigs or ehancss for 
crrypto security vi.olations (l) encryption-, (2) sending, (3) recsiving^ 
ih) decA’yption, (5) handling at relay statloiisso 

X9 

TOP SECRET 

Approved For Release 2005/04/22 : CIA-RDP86B00269R00090001 0001-0 , 


# 


25X1 


Approved For Release 2005/04^^^^ :g(g^^P86B00269R00090001 0001 -0 

recognitioB of the fact that even a single iriolatdon may result 3ji a 
coffipromiaa of a erypto system or in giving vsluable -raf cremation to a 
potsntial enemyp neverthaless rsal^-sm 'berms af number of serioi:3 
ssOTi-ity %hLolations (8) measiired against nra-iber of chtmees for Txola<= 
tions ( 3 ^ 950 ^, 000 ) taakea it appear that no ma^Jar-'Sliasjg'S or ^rrecttv© 
action is needed at -fchis. tin®o The continued vigorous implementation 
of the present programs should adequately meet ’bhs situationo 

It is ste'sssed that all of the above deala "Hith eomr&^Mic ations 
security in terms of eryptographie systems^ cryptographic equipment and 
cryptographic operational proeedureso It does not p^jrtain to the much 
broader field of msssagaa sent in clear text over milit-sry ns'fewrka or 
over civil networks by order of the aandaro These often include valuable 
infoiT, ration of assistance to the ensmyo This situatichg I'n contraSi. 

. to the cryptographic area., appeal’s quite veeko Tins problem la not 
under ths communicators controlo- The opera'taon extends baybnd ohe 
military sarvicao It nssds attention at TIbG levelo’ 

32C R£LATI''NSHIP OF COtf'UNICATIONSg COI-mUNICATIOMS INTELLIGENCE^ ASD 
ELECTRONICS INTELLIGENCE 

One aC the mast effestive^ If not the most effective j, means of 
getting information is via electron!© i^^eanso. In its simplest j, most 
usadj and basic form, this ia intercaptioh of ©l©ctro-magneti« or radio 
signals regardless of whether tesy are being used to carry information 
Uoe „5 mss sages) or to control equipment or weapon® \ioeop rac 

StCSo ) o 


* V 

k* 

* 1$ • 




; 


m 


adar. 


If tiiis Is sOjj then maxlrium know=how snd euqjarienew aifajlabia ni 


the radio area should ba brought in support of the whola CGMINT^ELBNT 

S’ know- 
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related to this tj’po operation as*a the CQjisaunicatorSg s3p8ciall7/ these 
in the military serriceSo 

It :ii3 of high jjnportance .that tliy effort, not be haiLaisa^Jped by 
organisational concepts whieh -tend to separata tha CDialhi and 
operations from eommunicators Tsho can he3.p in attaining maximirri results 
in operations^ training^ research and development j> and especially in 
providing technically quali£’isd personnel to assist in operatienso Such 
help Hill be of greatest ijtiportisnse in time of crRsrgQnoyo 

On the other handp since th5 operational objectives of ^oss cot- 
vranicators oper.ating in the intelligencs field ia quite different 
from the standard eoifmmic ation objactivesp it is apparent tna‘o there 
may well be a need for a special ssr-vic© directed ro tfe spoeial eo- 
jsQtivao But any such plan should keep clearcly :ln mind ‘Cii® technxcal 
f^adamentaJ-s involvsdo To insure that ma^rLmum effectiveness in tes^ns 
of economy in utilization of personnels equipments aiid raciliiuiesg as 
wall as the avaHabls potential^ is achiovadg all organisational and 
operational conGep-i:^ should taelude full participation arji coordination 
of tbs i 5 ma:iriruia loiow-how avail able o Any attempt to separate or dupliea...^ 
in tbess areas should ba vigorously resis tsdo 

Ths tendency to place non-com.’nunications parsonnsl in key eommand 
and staff positionas nhsre the operation is coneemed mainly with com- 
munications sad electroniesj is detrimental to effort in terms of 
lest momentum while new personnel aro rscsiving tte veneer coating of 
instruction te f5-t them for assignments invo^riring many teclmieal con- 
.si.deratious , end the v.nderstandab3.s urajilltognoco 

and most eKperiensed technlcaL eoraiunicationa type personnel 'co work 

on such a team at loiter operating positions and without much hops of 
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att.ainlrj.?' tiie higher poaitior.Se Authori'tiss^ ccRTira^.ders^ and SvaiT 
officers at pos'ta involving dseisiona and policy making on commiiiiica® 
tioiia and electronics matters shonld he assured that they base such 
policies azid dseisions on sound, reala^tic kno-f-ho’^j, usually availabia 
to them on call from those in tt^ir respective services or operations o 
They should assure thensalves cf the teehnisal eompetense of uhoss sd'=> 
vising them or the sources of the advice on matters heavily waighsd 
with cormunicatians and electronics implications <. It is stressed that 
these comrnants a^^ply to the communications and ele chronics teciarical 
facetSo They do not relate to the need in those organiaationa for 

analysts, intelligent® personnel, etCo 

It appears that there is a I’eal need fox* much better appreciation 

i 

at top levels xn the whol® infeelligencs coiTriunity " bov»h olvil 
railitar-y foi* the dap-sndonc® of Intel ligenca actxvicies for succoss 
on adequate snd dependable communications and electronica support, to 
aopreciats better the magnitude of a communications'^elaetronics operS“ 
tlons in s>apport of Intelligeni^aj, and the potanti^ of coirmunicaiiions" 
electronics to meet sorre of the collection problems xihich ap?^ar wo ba 
, almost Insoluble by other maaiSo 

• This dev®lo?me"t of a better arprseiati-on might be accomplished 
by a carafully integrated, effective program of instrictloa to b® 
given to selasted k®y persormsl at top levels in a3.1 departments •Jfho 
ara Involved in intelligenca operatioiis, end incorporated in 
coursss at ths several governissntal collages such as the -lationaL VJar..._ 
College, Incbs trial College., State Department schcolc, otca Th® course 
should b® broad enough so tSxat it could ba given to anyona -■ri.c.h a 
Sesrat or higher security ci®arans©o 

Approved For Release 2005/04/22 : CIA-RDP86B00269R00090001 0001-0 

22 

TO? SECRET 



Approved For Release 2005/04M": ^^^^Bp86B00269R00090001 0001-0 


Anotter Btep in ths direction of improving this situation tfonlci ba 

to ivtiliae much more effectix’ely the yaja3.ta of knoy=hoi? and experisiii^s 

nvaiisbls irs the «JC5C of the Joinn Cniexs of S&axf sis £L'uvioGj.s cn csii. 

coninimications and elsctx'on;?^s facets rel-ated to InteHigencs proposals 

service 

For example j 5 ) ths Sacretary of Defenss^ all/seeretaxcLSSj and ospeGial-ly 

civilian staff members at the Secretaries’ levels corLfi-tintad 'with 

problems psr'baining to military ccmmnnlcationa or electro nicSj should 

in 3 ^ 3 r^ that the JCEC comments •= military and technical =• are available 

to them to assist in arriving at proper decisions^, The JCEG is partx® 

Gularly yell qualified to suggest steps to bs taken to rasplve ccn=’ 
psrtieulax’ 

fllct .3 aa to/oparations t-Jith i-sspect to placanent of responsibilities 
on t(ie vai'iou -3 agencies for provision of conTfranicationS'=e3-3etronica 
facilities end frr further e:rploitation of pcssibla nsx-i methoc^to usa 
covrjraxnications said elsetrcnics to Improve our overall intelligenco 
operations o 


X BESJiAHCH AWD DE?EL0FHli?TT PfiflGRAI'I 

The research and development program in sixpport of special eom= 
Gommunisations tntalligencs operations and coraiiunications security 
actylvities 'is conducted undsip direction of NSAo It is considered to 
be wall organi^adp ably directed-, md generally very effective in in® 
suriag tlxe superiority of United States ecpipmsnt over sirixtlar equip® 
ment of other nations o To Insure that .its program ia abreast of the 
latest scientific developments In the iforld^, NSA has organised tl^ 
National Secuzdty Agency Scientific Advisory Board x-fnich has on 
membership oxrbstsnding leaders in the scientific x-i’prM those areas 
in vhich activities of the agency fallo In addition 'to the .talent on 
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tills boards HSA hss^ a staff of top ccosilLtsnts end G:^ert3 in a 

variety of fislds who parbicipat© in th® resesrchj dsvelopmenci , srjd 


production programs to lend thsir 
and studies in prcgreas Include^ 


knowledge snd ©:3^xjri®n3 0 c Projacbsi 

for exsmplOj, speech eectir-ity pre-srcKS 


» 


iimth«tioal techniquaa rslat«d 'bo orypto principles^ elactronis 
techniques for incorporation of new principles into compact, sacur© 
reliable equiment, Bpsclal ©quipmmt ^d techniqusa for inte'rcopt 
cperaticns, snd many others o 


Although the benefits and assistanoa of raseareh md development 


efforts of the Army, Havy, and Air Force, and civil coTOicaticns.» 
eiectronios developrssnts are brought ‘to the support of the effort, there 
are indications that overemphasis on security by KSA pereonnel reatricta 


ths? reaJ. potential available for this eourca, md may permit aasisanslv®, 

tiiK 3 “"Wasting duplication of efforto (Ssa S? ) 

Tm rosaarch aid deTOlopmwt effort in support of ths sloetronics 


in'tslligenc® oparatiora has very cspsble potential support avail^la 
from the i^search and development efforts of each of the three sax-rices 
and, tindoub'bodly, can b« helped by -Sie NSA research end davelopmsn-c. ef^ 
fort. Hcjwaver, -disra is need for better coordination in svsluating j 
th« whole problem and in coordinating and allocating responsibilities ■ 
to panait more ©ffectiva progress of thin offer to 


XI DWPLIGATIOfJS 

Tha survey disclosed four ganeral areas of actual cu‘ proh^b.^© 
duplication: 

lo O'iarattonso In the operations within the larger relay £S?.d 

coammicatiwia oentaM, toth in ae 'Dnit.d 3tates snd 

2h 
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til-3 present plans, it seeiaa that thare may ba imnacessary Ixiplication 

of cryptograp'nio operational pex-aonnel duplication ol' aquip.aent 
and maintanansa -mm, Thar® is a growing tendency for inteHigacs:© 
acti^rf.ti33 and agencies ^ primarily KSA = to baccos involved in this 
t;^© of strictly coranumications service on the basts of need for 
craased spaed of dalivary of traiTic and bscaus© of apeoial seoartty 
features pertaining to their traffic. I^SA is now planning to use 
Cantraliaed OTMIST Communications Cantor (CCCd) raiay operations. ^ 

Autoraatic switching equipment « on ^Important ©lament of this sj'stsm - 
is just being tes-ted on land^-lins circuits witHto tba iJSA. It has not 
yet been tested on radio llakso Such relay centers, as separate en- 
tities, are not liltely to be avail^l® for at least eighteen montlu. 

It may ba three to five ys sxu before network operations will b® 
practicffllo These are basic poinVto-potot ccmmnieations mttsrs whicn 
should be handled by those rosponalble for cosaiunicationa, (lb Is under- 
stood tiiat HSA actually prefer the military cortsnunications aer- 

vices to operate part of such a ayatan, at least initially.) If NSl 
geta into this fiald, not only unnecessary duplication of effort will 
result, bub if the main mSi. raiay centers aro physic ally separated from 
fho larger major relay centers, thay simply are inviting trouble xn 
times of ejnargancy when they will have to fall back on the major military 
networks for help. When this heppens, it will be much better to have ' 
th© maximum of point-to-point connaOTlcations ccntrol under direct miper- 
vision of those responsible for opsrating the basic com^uiicatlona 
syntoi^o enthusiastic desires of NSA and others for reduction in 

cU)liv©i*y time of jtessagas is commondabla end should be a t.arget fOi all 
to attain. The military at all consiand and staff levels should insure 
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proper suppox^ to tkair respsctlvs cx^OTiic ations services so tliey 

may provide such service for NSA, and ail other cus toilers, as soon ss 
practicablso Such action trould dacreasa the pro'i'fing tendency tcwar-d 
duplicationo Actually, it shoT.ld produce much more dependable service 

to tile intelligence agencies ta wartime o 

2 o Training o There are evidences of possible duplicab.--on3 on the 
training efforts within the separate military services, especially as it 
pertains to the baaie training of personnel to be used ixx special 
electronics or communications security fields » (This observation appliss 
to training xdLthin individual aer-/iceSo It agreed in principle tnat 
eomnumicatipne end electronics training should be done by each service 
beeausa of variations in many of the operational aspects j 2.060, Arm^- <- 
land stations. Navy - at sea. Air Force “ ir. planes. ) For exmpl&s 
Army since before World V/ar I, has operated siKcsllent schoois for traim- 
ing Morse cods and G*/ (continuous wav©) operators, or other sp8C22?l 
radiomen, and fullscale officers conmiun 3 .c ations courses o Racencly, tne 
ASA (Army part of NSA) began operating at another location, and is 
gradually expanding what ap >aars to be generally duplicate coursaso 
In officers courses totaling approximately 1 ,U 00 hours, more i-han I3O-M 
hours are sub; 5 ects which it appears could easily be taught - and equaily 
well ° at the established Signal Officers Schoolo A few special 
atrvictors or a t^em from ASA could then ccme in and provide instruction 
for tha balance of liOO hours o A similar situation exists with respact 
to courses for training radio -intaraept operators a V/hils addxUonsl 
space is needed at the new location, ampla space, facilities, and know» 
hew seem to be available to cover these courses at ths existing Signal,. 
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schools,, (It Hss note.d that th® Air Force appesjrs to bs usiug ef- 
fectively available facilities for basic specialist trainir^g cf txsir 
radio 3aitercept operators at Kaeal.Qr Air Force Bass.) It. appears that 
one difficulty her© uaj be a formula end method of setting these 
training efforts^ wMra staff officers - not technically qualified •=• 
are talcing decisions based on a socalled H'DS (Hilitary Occupational 
Specialty) -without rsalizing the -techniGcO. implicRtxons in-rolvad in 
the special tiaao 

Rese arch snd Devalopmsnt o There is a very real possibility 
that dupl'ication is occm-'ria?.g in this area due ma:lniy to o-voremphaslaing 
tbs security factors on a place af equipsient as such and on tha state- 
want of -technical raquiremen'ts In tenas of technical. chax'aG'tariotics 
and -beohtiicaL objectives. In such a aituation^ oonsiderebl© duplxcation 
of effort could o ccur siraply because those who already had dorva wx’k 
in the particular area, or who xaay even l-iavra the cof.plcte answer dsd not 
Icnow tha problem was a matter of ?.ct-iv8 -interest to NS.- Tter© should 

be a distinction between the piece of eqiiipWiEnt as such ths opoc-iflc 
opsra'M-onal objactive for which tea squipment is nesdad. This srituatiori 
dees not appear to ba from top Is-vsl policy but aussna from overoou"' 
scientiousnass at -kha -» 5 oricing levels -whsra tes motto somati-mes a^^jeara 
to bsj if in doubt, settls on top special SQCxrrityo 

Lio Rscuir affiants o The absenco of aa offectivs and cbjectiva -un.’=‘ 

w #iK.w <j Jm «ia> . I* 

biased of the basic commusnicationa and slocbron-ica roquirsmants 

to include justification therefor “■ by a -well^xnfox’med, tschnically snd 
operationally axsperienced groiip not involved in tbs actual intelligsnco 
opera -fej-on, ob-viously opens tee door 'bo unnecessary duplicaviona and 
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o-xk 3 or 3jjQri‘xGi9n.'<i ’a‘fc:0.is'>a'ti.oii Oi. the always ciicicaxly 

abort commanicatioXiS aid eloctronica reBonrcase Such situations cwild 
easily d 3 Vsi.op from cnthiiaiasticj. Tr?all"intent'J.oned offori;3 to atcaxn 
objectivoap but where availabl.e jni'ormation and objactiirs -/iev^point 
have not bean fully utilir,edo Ovarsr.iphaais af secm-ity or danands for 
prxor 3 .t.y of requireiBfiiita should not be a31owed to foster such a defect* 
in basic controls o This brief eurvoy did not permit a proper sjqplora- 
tion of "liiis mat taro 

This whole area needs detailed aid objsotiTs study by qu-a^-xfied 
and eijps.rienced techn5-cal personnel "to insure that Hiera sx'--^ no unns'.'^ 
©ssax-y duplications of effort in cur peace time opera'tlons and that 
opera'&ions are gaared realistically to tto wartime s3.t;ia-&xOiXo Any r«=> 
arrangaiwint of G3d.sting opcrationaS. uotivities itid reaponsioU/ities 
would have to be dons very carefully to avo3.d ^ntorrupidon of essentia-'-. 
traffic j, espaoiaH;/ with rsspect to operations and ti^aininge 


m BISAS'lER PLA3S 


The icey coxiemunicatiojnS""electroTi3.cs facilities suppori^ the ■tiajoj. 
part of the intelligence collection and ©vfxluation effort are located 
directly in one of the high3.y publicized an.d obvious nuclear t'Jeapon 
target araas^ io©oj, Washingtcsip D<,Co Those facilities are tns focal 
points for the reception of specially coded OOMINT type traffic fram 


all parts of the world o They contain th® heart of the day-to-day 
operations fina x^hioh the eoiJanxinications-Qlectronics ini'ormation la ob- 


t aired to kaap 


current the -national iiitalliesnce ©stimatos of the iforld 


si 'aunt ion (1 


la tiir^ of national emergency,, they bacon© of 


the W-ghest 


importsnceo 


g8 
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Bealiotlo planning appliad to thsEra Caomtias should ha tte Sana 
as appisad to any other hoy aUltary InstaUation on wWoh considerable 
dopendanoo is placed nhen a national omergonoy cccurs. This should 
provide as tto obsoluta mtnimura that ta caso o.t dinaatar or heavy 
sahotags ttera are alternate loeatlons doftaltoly agreed onj that the 

nooasearj-ninlmun'iuetaUatione of Oduipmant mi connecting oo«a!lca- 

tion faoilitlea have been made and teeted in tteae locaUones that key 
oommunioatlons, slaotronica, and analrbleal psraonnel are definitely 
instructed as to «hat they are to do to case of a need to move to these 
nsH looatlone. Additionally, tte satellite or retotad totalliganoe com- 
munioatione tostallatlons should have a dear undoratsndtog of the 
■ broad dis,«tor plan, and parttoularly »hat aottons or rGsponslbllitisa 
may fdl to them to such an emergency. Further, It shodd be a fur-da- 
mental policy aiat tSa planning of any addition.il critical totoUlg-tose 
Installations directly into kno-jn tareat areas, wcuM be avoidod, 

Tto preltotoary emamtoation of this problem indioatod that, in case 

I 

of disastax-s 

Is M3 A liad originally planned to mova its operataons xo tta Uaxiror- 
3 ity of MarylanjJ: araao Ttos particular plan has been overtalK»a by ra.^- 
c®nt davslopmenta with rs^ipact to targot areas and is no langsr con-» 
sidax^d satiafactoryn A naw plan has been adopted to moT® tha mjor 
. ec™ications tetalligenco activities T^SA frora the city of Washington 
to Ftp Msad®, Marylando liuplamsntation of hhis plan has startedo itow-- 
evar, it mil not be cossplotsd for nearly tvo years o It should b© ex- 
peditedo KSA Ixas iuitiatad planning of ai (ai'cax-nate location for ta® 

Ftp Meade iuistallation, but advises that they have been unable to dat/a 

to !?9t agreement with responsible govsmmemt placing agan-iaa as to 
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tbsir location - aftsr thay mo?e tbsiz* main effort 

to Fto 1-feada “• could be aituatedo 

It further indicated by ?jSA that som of the e:^psn3lTO ard 
h.ard-to-r 0 plac 9 .tod plant of slectronies squipmant wou3.d b® ra;^y 

for use in a poaalble alternate location In the Hidsest a r,iattex 

of two or three months. Addition^ standard type IBM ©quipamt, to be 

procured later^ would also ba ufeilisad in tba satup. 

The present plan of the Director, to daceatr^ise certain of 

his OToluation effort directly to the overseas ttea-tera might compensKt;* 
to degroe for the loss of production facilitieB In the Washington 

area, Iraplemsntation of ‘ihis decentralisation is* just starting. It 
should be expedited and it will need to ba on a basis of racism aa to • 


what may happen in the particular overseas erea, • 

i'ha intorfua thinking of seems to ba tMt if tbalr isain faci.li 
ties ware lost, then the AJS3 facility in Ssn Antonio cou3.d carry some 
of the imedtately essential part of their load until could resume 


operations ©Isawharso 

It appears that the AFSs3 facility at San Antonio might ba able to 
carry approximately ten to twenty percent of ths MSA load, provided 
that they were given some additional equipment and were roinforcsd by 
qualified analytical peraomeXo Howovar, the APSS commanded' stafcea 
■ihat does not know of this plan, (Shis rafsec the question aa to 


how well coordinated sasd Integrated tbsaa disaster plans are at this 
tltyso) Ho fiarther pointed out that the AFS3 ■ alternate errangsicsnt oall3 
for tranaferring their operations in case of disaster to one of ttelr 
smaller operating units on the West Coast, The West Coast installaticcm 
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would bo able to hcyndl© only a 


fact, it is .tatQnded mainly as 


small pjArt of tb* present AF5S load^ in 
an aLteznatss hoadquartara for* /UTSS -until 


A.F3S could b© reorganised o 


Although the abov© sit-uatioa assentially concerns eoiT2.r:unloat3.ons 


-talli^encsj commuricatlons ^ectronics^ and comtanicationa security ±nst alia ■=» 
tions^ standard type poin’t'-to-point cosisnmiicationa in these locations ar© 
alao in^olvQdft It is probable that ths stondard type communication# - v 
pro-rided th3 main lino circuits ara made a-vrailable at the alternate looa^ 
tions sxid rerouting pli^s are ready in adTanae - could be put back into 
operation fairly quioklyo 


Tha currant disaater planning situation ifith rsspac'fc to 'ths key com* 
facilities 

Eiimications intelligsnca/is not gocdo Shis applies specifically to the 
concant:catiori of the -inajor part of ‘Ghs highly specialised elactronice 
evaluation equipments in -the heart of -fcni© adr-iittecl targe 't Tlmj 


could be lost in one quid? disaater^ Furthsrj ttera is no al'tornate 

©stabliahment sa-biefactorily set up and ready -fco carry part of tte load 

• 

inuaediataly^ in case of dis aster o It vrould be months before nomal opera® 
ticn.3 could be rasumedo There Is nesd for prompt^ comprehenaiva^ md co® 
ordimted planning to insure that al3. a^ancies Imosr what to do under the 
prob^le dlaas-fcsr conditioz3^o All. such plana should tes’ura readinass of 
soma altsma’te facility to take ovsro These plans should ba Icnown to 
all kay raembers of each activity arid -to bsads of other activities of 
the ln-to31.igenG« community > 


XIII GOHCLUSIONS 
Conclusion Noo 1 

Thsr® ie a need for a more raalistis atateznent of req}iiraT©ntB from 
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U3CIS (or me CombinQd Intelligence Bca.rd recoiranendsd as a repiaceiasn-t ) 
m intelliganoQ agencies concamed HitH co^amunications or elestrcaics 
intelligence cspabilitis Sj ao mat coriiaimications and ©lecti'onicB resoixrcea 
available to such agencies siay be bettor dirseted on suitable targets 
and to permit .better e^jploitatioa of tha potential of this rssaiis of pro- 
ducing intelligancso (Pag® $) 

% 

Concliision 2 ■ ' ■ 

T< 5 elinlc 3 lly qualified authority - not involved 3^ the action opara» 

tion - should objectively ra^?ijei3 and comment to the Goirbinsd Int©Hig®R»:«=. 
Board* or to the department heads or diractora concamedj, on any major os- 
spa cial type consRiuiicatlons or electronics proposal of intelligence agsta- 
tq insure tliat -tisay &vo basically sounds rsalistxca properly coordla“- 
at«d^ siid bn-ns bean formulated uri.th due regard to aconoiay end existing 
fscilitlean This implies particularly to coTraaunications ai» slfctrcEiics 
requiremcnta ^ developed by CIA sirf JJSA« Because of tto direct relation^ 
ship to national defense sad the socurity aspacts of operations^ aid 

since a Vdgh percantaga of the operation is accomplisi^d by the military, 
it ^ould appear -that the military services (JCSC) might best be qualified 
and equipped to pro'vid®, cm request, this review and advisory servioao 

(J’ag© 7) 

■ Conclusion Wo^. 3 

Ths present basic arrangement whereby the intelligence activities 
obtain ihair point^tO'^poiixt coianunications sorvices from existing govern^ 
mental. coKHimnlc at’iona sorvlcea, or by leasing of commercial ssmcss 
ratter than oparating tbs:lr own, is sourido (Pegs 1 3)^ 


' *If 'ilScS and uisCSB ax-e combined sa suggasted la Part 1 of thxa 
AppandliSo Otherwis©, report to U3CJB o , 
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G onclusioa NOo U 

It is not clear that full utiliaation of eidstlxig facilities^ par=- 
aonnel, equipment, and knoM-hot^ is standard practice >dth respect to.com- 
mmications inteli:i€ence and communications security operations o ‘Xliis 
situation is related to ‘tbs tendency to oYsrsmphasise some of the security 
aapeets. The policy in these aa-eaa, -with due consideration of essential 
security aspects, should fundamentally be the same as for point»to..peii-vt 
communications supports ioS,, maxiisum utilisation cf e^cisting facUitieso 

(Pages 8‘=’9)o 
Conoluaion No« 5 

Point-to-point communications facilities ^pear quit* adequate acd 
i’eliabla to meat peacetlma i-eqtjiramants of the intelligence acuivltieao 

(Pa^a 10 ) 

Con elusion Noo 6_ 

It is doubtful that the point-to-point eommunicatlonB facilities udJl 
be suffieian-bly adequate or reliable to met all the foraaeesbla 
requirsmentsc This wartime situation t^ill directly affoot the availability 
of special, full-tim channels required to pesmdt utilisation of soma of 
th® communications security equipment being used ext^sivaly in peacetime 
and planned for extended usa in ifartis^o Effective vartim* oommication 
will rsquira axtonsiv® recoursa to »co3mon-u93r« facilitiaso Plamlng 
of facilities and day-to-day operational practices should include a fuU 
sg^raciation of thes® wartime realities » (Paga 11) 

Conclusion Hoo 7 

Thera is good evidence available to indicate ?.hat 


25X3 


^3 



This e^ability probably will increasa in effectlvsness in ti^ 

I I 
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<to ^3 orio As a results commie ations and ols ethnics efforts in support 
of iatsmgonca ;j 111 b© directly and adversely affected* Planning mist 
include rsaj.lstio co 30 .sidaration of this factor o (Pago 11) 

G onclnaion Mo* 6 

The present basic arrangement^ wbldi places fall operational coitrol . 
j'oaponsibility for coinmunio ations inteiaigence on the ?Jationa3. Security 
Ag«icy, is soiindo However, it appears that further decavb rails ation of 

, , ^ '^'ould Ik-" 

this operational conuroJ- 

pro-i^ th® overall operational offectA^-eness, not only tachnicfAiy., but 
particularly in tim.es of naticsial smex-gancy* (Pages 3ii-l5) 

C oric3.u3ion N oo g 

Tto present plan covering the ox’ganiaation of the electronics, Intel- 
3.igence operation is dofinitoly vrask from tte teehnxcal operating vioxf- 
potato As prasently organised^ tha •potsatial of this means of co 3 .leotxT.ig 
intsl3.5.gance is not being ©j?)loited proparlyo There to need for an ef’- 
fective coordinating authority. Planning and discussions on tnis subject 
have been in progress at dspar tent lev®l for several months* Because of ' 
tha direct importance of to is meisris 'of intsHigence u3 cha m..lit.arys agA-« 
mant should be reached quickly and directives issued to bring about the 
nssdocl coordination to develop this potsntialo (Pagea lS-16) 

Conclua ion Wo* 10 


tergancy or disaster plans for tiie Icsy communications-elsctronics 
activities to support of intolligencs - especially of the National 
Security Agency to the 11* S, araii - are considered generally wsako NSA 
is to process of movtog its msAn tostel-lntion to a better location, ba-w 
tto pi'ocass needs to be orepsdited* NSA is se-arching for another altornate 

3h 
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location end nssda inore effecti^'o hslp fx^om Fedex’al authoritxea cliarged 
•Kith aliocation of such Iccationa. Thara is nssd for mo>re pasitiTa, 
proHp-tp coKipre^'mslvQj and coordinx'ted planniiig in 'this az^aa sinca it 
affects ths Hhola national intslligGnce coair.unityn (Pages 28-31) 
Conclnaion Woo 11 

The Uo So telecoTOmuBications secux’ity (cnjptographic) effort appears 
to he fjell organisadj xirell operated, snd.to afiord adequate security* Ix» 
is centrally i-cntrolled as to equipsient and sys'ccsns i(ri.th decentralisation 
of operations to the "irarious dopajrb; 7 iQnts and agensiast. Tho izur^ixsr 

of cowKuunic ations crypt ogre?) hie sacurity violations^ coirtpared, to cnanwos 
for S 0 cazi.tyviola-id.on 3 , is vary Ics. The nan&ez- of actual cosaprosBisas, 
baaed upon expsz't ©valuation.. Is ex-fcresxa'iy lew* Thors sx& activa,' co,utin=- 
uouSj wall suparvj.a^d p-z^ogi'ams of inst'caction and inspection .'m tns sgaa=- 
cies, with effective reporting procedures ainz-sd at further isnarcvzng uha 
ovarell cryptographic sacuri'by oporationo 

There is a dafi-nitsly “sfoak telecorsunnications security area with 
z’sapact -to the transmiasion of clear text lissssagss, somsttsisa c 5 oni.ainiug 
information of value 'to tizs snoiny taxd ordsred s^t in the clear by the 
senders* This ini?Dlvas both goverment and civil agencies* It reflect.-? 
in talaooiamunlcations operations, but is not xu 5 ,dei“ the control of tela™ 
comxmications autJsDritiaa* Thi.e area should bo ezzaminsd by -the national 
Securrty Gouxxilo (-Pages 16-20) 

Conclxiaion Mo* 12 


Research End dsvslopip.etit efforts 'to produco new comRiunications Siid 
eiae'fcronica equipment and tochniquoa in, support o.f spaexal in -diligence 
and comriiunicationa security activities are vigorous and considered very 
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Tho benefits of research md douelopment by tho Arnj, Havy^ 

Air Forces and industry th© gaiisral corariU^iiications-electronMe .tieia _ 
as -3 s3-SO bating, integrated in t\ti rsssarch md ^d 3 \^ 3 lopitt€nt prcgraai.. One _ ♦ 
facst naads attention^ see Conclusion Moo 13» (Pagea 23~2lt) 

Conclusion Hoa 13 

Thsra are sufficient signs to indlca'bs tbs need for coreful, coo3?diJi'^ 
a-teds end objective study of present and dsveloping duplications of eifcr-y 
In the following arsass (a) operation of separate tape relay centers in 
intelligence activities when such ssrva^e osiats end Cisn or could be 
provided with acme jnodification by the rtfgular military ooinmiAnitia-oiona 
services j (b) astablislraient of certain additional courses md separate . 
training facilities for ccmstmnicatirns and electronics typo opsratxonaX 
p. 5 r 3 onnel within ths respa ctivs military services., whon the faQilifekss^ 
and esjvsciaily tha knew-hesv, for the major part of such coursss oould 
be provided from azisting facilities within those .ssrvicaca (c) tendency 
to overmphasl?! 9 - security in dealing xrith research and dBvalopmsnt equip- 
ment md technique a of a oom^mications or^elsctfoaieB nature aid intended 
for special type intelligenc® operations p Unnecessary duplication In these 
aroas in paacsetdm© can lead to unnocos3ari3.y high cost in wartin^, no., 
only financially^ but also in wastage of critically nsedsd oechnxoal 
msnpowor aid highly technical equipi^to It is stressed that tliis problem 
should bo ^:^OTin^d by personnel combining ccnsidarsblo operatxonai S3m0r=- 
ience and technical knoxv-how in the comuunications end elactronics fields « 
Tbs only existing agency found which might provide on effective, unoianad 
servico in this field was tha. Joint Coismunications-Slsctronics GoimiitT.ee 
of the Joint Chlafs of Staff* (Pages 2U-2S) 
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Conclu sion Hoo lU 

TbovQ hav'a nnaaaraly long dolays in reacbang agroesents on 

soraa of the proposals subraittsd to higher eutliority front responsible 
operation le'mla and which are needsd to make the electx'onice effort in 
support of the intelligence acl;avities more effecttv©? (SKsnplsi 
proposal for organisation of th© alactronics inteiligenc© operatioiio) 

.This appears to stosu front •difficulties in getting agrsfatssnt wivhin the 
military earrlces on certain aspects of various problems 5 lack of suf“» 
ficient authority in ths Joint Chiefs of Staff to ra^e command decisions 
in 'chesa matters where agroansnt is difficulty and the obvious lack of 
adequate and* suitable types of fiold and oosrational esqjerionoe by some 
' of the military and civilian authox’itios aro trying to deal "Hith 
•these higW.y -tachnical snd speclali'zed problems contsdnlng h? 45 ort®at saili- 
taz*y cosamand snd operational mpeotSt. High le"vel civilian auihorl'ties 
have accsss "fco VBxy competent and responsible personnel in tr«eir oi'ganiiss'*’ 
tionSy 'With long ©stperiencs in thas© areasj, but it is not clear '^hat such 
counsel is requirady soughty or p'ropsrly used© (Pcig®s l 6 y 23) 

ZHT ESCOMIdSfIDATIOHS 

9 

Eacommaiidation No© 1 

■»< i «w H i .^m ip miw i K ■ "wn I T i 1 1 » » ■ i» iiiiip wi w 

That an Inta'ilifi-en,oa Communications and El ctronica Subccimitt^, 

i ^ I ■t M ■■■■ Kwr jJ ti~* m •■n«»n ti« -i -up « aiuui ■« 

(ICES) to tba Gciabinad Xntglllgenca Hoard^ b® establishad to re'sae'w and 
produca z'QConan®ndatlons 'to th® Combinad In'tsHigence Board liiith 2 *e 3 peot 

* Thi .?3 ^sumoa that USCIB and I'SCSB hava been combined into a sing3^ 
boardy as proposed alsawhar® in this raport© 

3? ■ 
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to all oomnimiications siid slactronios proposals Trora intend^eiiCQ aetivt-» 
ties wMch call Tor facilitl^os, eqmpnients, or additional i^rsonnal wJach 
canuot :ob cbt>airiad from eristing resources} md to oi^ply technical sAv±c 0 
to toe Gombtosd Intolligeno® Board on such matters as they may request. 
Proposed composition and terms of referenc© ax*e shown in Annex I attachsd 

Itsreto o 

Eacommendation Wo. 2 

That more affective niao be made is?ithin the Dapartmant of Bsfense of 
the high potential valxis and kr^ow-how avail, able in toa Joint Cosmunica- 
tiona-Electronice Gommittee of the Joint Chiefs of Staff to doal with 
c^snm^mication 3 &nd electronics problems relatod to toe broad intelligence 

f 

field. Hssponoibility ahould be placed m that group for reviewing m.d 
cwmientiiig on comanunications aid olectronica requirementB that to® 

National Sgcoirity Agency considers nocessary to met tos in-cslligenc© 
ob^QcUves^, th« demands being placed by HSA on the special oommunicatxcna 
end electronics groups in tha military ssrvicsa -ondar NSA opsrationisl con- 
trol} and for submitting rscommendationa to the Secretary of Befsns® on ways 
and means to Insure maximum coordination and effec-fciveness in the overall 
toosmunications and electron ica effort in support of intoXLigssx©. 

Recommendation No. 3 ■ ; 

That more effective tochaioal advice be tojectad into tto USCj.B da-’- 
liberatioas to permit development of more ^propria t® statorrjsnts of the 
intelligmce objectivos to b© accomplished by ocmmunicationa or olsctraiics 
means. (See Rsccmrisndation Ko. 1.) 

Recoggiimandation No. U 

7?hat t’f® present basic policy for toe provision of point»to«poin?. 
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comniunicaiiixons sesTricas t.o intellieetffia cornmxcnitjr frcra osisi>> 

irsg governmental or civil commamicationo services be continued. That 
any atter.\pt 'bo set up ssparatsp duplicates or paralleling point=to»point 
comunications facilities be authorised only whm the nscasaity liiarefor 
has been fully reviewed and agreed to by tto IntsHigance Cosmunic ations 
and Electronics Subcommittee racoramsnded in Raconmexidation Roo 1 -^oveo 

Recommendation Moo ^ . 

That a basic policy of utilising, ecsisting facilitias, sarvicss^ and 
equipment to the maximum degree ba applied wherever it is determined to b® 
technically feaaibla in tbs GOMDIT, ELINT^ end CjOJiSEC operations o This 
applies panbicularljr to certsi.n aspects of the technical training p bases j 
operational procedures ^ and logistics o That exceptions "to this policy be 
au-fchoriaed only when the necessity Iherefor has been fully reviewed aiKi 
agreed to by the IntelligQncQ Communications and Electronics Sub<5ommitte» 
racornTTsanded in Recomajsndatxon No. 1 sbovoo 

Recomniendatlon Noo 6 • * 

That any arrangetra^ta trith respect to contraliaod ccntrol of ELINT 

t 

give adequate consideration to th® Jjrmediat© and vital interest of th@ 
military in thlo field md the nsad to keep electronic countermeasures 
(ECH) — a tactical weapon •=* clearly under military operational control a 
Recormaendation Noo 7 

That all planning and operation of coMminicationa snd elactronicg . . 
efforts in support of intel 3 .ig 0 nca activities include full cotia id ©ration 
of the following to meet national emergency condi-tionas 

ao Day'=tn-'day operation and training bs based on raaixsnt in lighi. 
of ih& eituation and facilities axpected to be available in time oi war 
or national emergency. This ^applies in a special manner 'to planning 
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op 2 i"a-^-ons to be effectiv© in case of teavy .jecuning operations o 

bo K&y interi iccencQ instsOlatione^ served bj costly^ bard- to-replacb 
eXe G trotiios e^nxpvnent and. aasociatod records be located outsioe estabxissied. 
target PvTsaSo That tbes© installations hs-vs integra'ted plans for national 
ssierg'sncy or disaster operations o That a3X agcsnciss involved in planning 
nmSj, alteraatQj or emergency locations for Federal agencies oj^jedit© action 
to assist riSA in ita cnrrsnt efforts to obtain a suitj^le siteo 

Co Fending accoiapliehmsnt of bo^, that effective iirterim disaster plans 
be devslopsd promptly for each key intellig^co instgllation 'to inclyds 
as a umiisaum (1) al-temat© sl'bsj (S) inatiOled end tested mininsura aqnipraent 
with necssaary basic records at the alterna't© site, snd O) adepaate knoW" 
ledge of disaster plana by kay persounslo 
Rgcomtng gdation Noo B 

That the present basic co5iw.tin3n ationa (cryptographic) ss^curity plaa,, 
providing for centrslissd control witia offective dsceaitraliaation of opara- 
tions .5 bo continneds that each agency md service maintain effsctivs In- 
spsotion and vj.gorous training programs to roduco 'bo the snini.'nvim crjpto® 
graphic oporational security vlolatLonso 
EacQBgisnda'bion Nou 9 

- That MSG determine ways and Mans -bo control more effectively release 
of va3.tabl€> intalligenc© 'bo potential onemies vi.n clear text roessagas being 
' trsnsraittad over govern»:ent md civil coram^inication rstworicso 
Rocovaaendation Hoo 10 


Ti'iat the general tendency within the ccraa'onicationa intsiligenca and 
the communications security to overemphaeisa the special seciiritj 

faca'bs o.f their operatiohB with respect to basic comratmicaticna ssid 
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eleotronice feabares b© e:esminsd objactively and comprahansivaly by 
coKpatont.) technically qualified authority to inaure that auch oyar- 
erdphasis ifi not producing umuijcaesary duplicaticn of faoilitisa and 
Gpsratloiis in peacstitne which i?ill gs’ow to ooiiiplstoly unraali^tic figursA 
in ifartiisSj, and producing a syateia which naay fail in an ©nisfganoy b® causa 
it will requira conaiderablo raadjustwant of basio operational practicaa 
at a critical ttiseo (This servic® could be accoTHpliehad by the subcorassitte© 
proposed in Raconsnendation Noo 1 above..) 

SPECIAL HSCOMMEffiATIOH 

THAT. THE PRE3IDE3JT SET UP A SPECIAL COMMISSION O34P03SD OF TECHKI- 
CALLI QiaLIFIED dVIL AND MILITARY COMUNICATtOMS MB ILECWmiCS BEPSE- 
SENTATX¥ESj TD SURVEI MD PRODUCE RECOMBH.DATIONS AS TO ¥AYS AND MSA3S3 
TO li'JSDBB THE MORE SFjTSCTIVE UTILIZATION 0.F ALL GOMUHICATIOHS JillD 
EI^SCTROi'flGS RESOURCES OF TfE UNITED STATES IN THE NATIONAL INTERESTS IM 
CASE OF MAE OE NATIOHAL EiiERGENCTo ’ • * • 

During the aurvay of iatalligancs actiyitios^ it soon bocsifSB svidant 
that th© affactiveness of th® whole nationsU. intelligenc® opsra'cion was 
dependent to a high degra® on adaqua-ba and dependabl© eoinmunications and 
electronics support, both civil and military® In visw of tiie import^ce 
of ijatalligenca operations to tte national seciirity, it ta Important that 
wa know now 1? thea® communlcationa and electronics facilities are pro- 
perly planned, coordinata.d, and effactively utilised to meet not only 
peacatiiaa needs, but also anticipatsd nesds likely to davelop under th® 

' s trass of a national emergency o Accordingly, it was determined to aids© 
a spacial survey of ‘dis cciftmunications-sleotroniCB phases of the intelli- 


ganca actlvltlea prob3.©iao 
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Although tlis txrca ava3.1abl9 pc^rmittad only a ’/ery brief onrw of 

this broad siid complos: araa;» tho oitaation j^spearsd ob oc c 2 dbn.oxa-.ly o-- 
follows ! 

ao Gomunica-hlons n»id electronics constitute rital for the 

collection 3 trssnsinisaion, end dissemination of U« S„ intelli^ancs. in our 
present «orldwids situ at ion.. Properly utiliised, these lasans are of high 
po'tential rsaue noaro As ths art deiralopsj, the msm will increase in 

potontial '7alu©» 

bo In peacutiiaas communications facilities sad services evailable 

tte intelLigsnce activities are considered adequate md reliable. In 

’:.art5xaa, it appears that 'there will not ba sufficient comunications 

itios to meat adsquataly and dspendably all national damcndo, including 

intell-igancB acti'd.tieao There is need in this area for Iraroveirsant at 

high lo'V^sl in coordination md integration of p.lanning fo.. emergency 

stxtensiv© 

operation. This will I'l'^olWcoojrdination between the 01/11 sid mH-xcary 


ope rational groups. 

Co Operational e^cperienca and raaListio foracasts of ccstotoad com-» 
jaunioations and alectx-onics requiremonts for 'the nsxt national eissrgsnoy 
make it abundantly clear now that -ttera are insufficient coanunicatlona 
aM ol^ctroniea resources in tame of equipment md tr-ainod i^rsonneX to 
meat all thee* domsids. It is irr?> 3 rative that firm plans be d«'?olopad 
promptly to insisre maximum results from the total communications and 
oloctronics resources available □ 

d. It is important 'that tbs comunications and sl3ct.i‘onics means be 


ready for use ■when the eriievgoncy cccurSj^ .catbor 
ef'fcer tl'ie emergencyo Again^ thos.® responsible 


tVian ' o ninety days 

for actual civil and saili-” 


tss’y co!?naianicatioias are dirsc 'ly in'vol'ved. 

iila 
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Tbs so -considerations IjivoIto a much wider ai-ea of overall navAoual 

asourity planning than tba intelligsnce aroa^ 

T333 task forco is aware of the report by the President’ e Communica- 
tion Policy Boardj, dated February 16^ 19^ (Stswai-t Rspox*t)o This was a 
start OB the study of the broad taleccjnnimnioatioxis problem to develop 
national polieias with reaps ct to effective utila^ation of radio frequsn- 
cSiiSj international radio and wire comunicationsj and relationship of 
govemnsjnt *bo non-government oomirmnlcatiomo Howewra the araphaais appears 
to b® on peacetime planning for development of cxvxl and gortremmental oom- 
muni'cationao There is need for more effoctlvs relatioiishlp of these 

proposals to amergoncy oonditionoo 

Tte task force is also aware that a special advisory ccrnmitteej eon- 
sistlng of the Sirect-or of the Office of Befsnso Mobilisation, the Secs^s-- 
tarjr of State, snd the Sacra tary of Dofonsa, was charged by tba Presidant 
last August wi'th producing inforination and recoms5sndation3 on tte broad, 
field of U.So talaconmunications by January 31j 19$5<. As a rosult, a 
working party was deoignatad by the Advisory Conanittse with broad objectives 
subst^tlally to gather information on the whole telecoamunications prob- 
lem and bring the Stewart report up to d-at©o (Ho report has been made in 
reaponso to tbs January 31? 19b5i> deadlljxe, no new target date appears 
to have been set.) It seems that accorapllshfRent of these broad s^jsetivos 
would not fjover the areas snviaogod by tha IntoHigenc© laak Fore®* 

Furthdr^ the problam la highly complex snd involves technical and opera- 
tional * aspo cts requix-ing the consideration aid rocomaKsn da lions of tha 
most competent arid e^raarienced personnel available in both civil and mili- 
tary G.ominunicattona operations « Merabera of the present working parly do 
' ' 
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not eippssT qiialifiad to deal ofrectivoly wi'th 'Wie problem set forvii haraiiia 
Information a-yailabla at the tim® of tii© survey indicated that no 
overall caathority baa bean establiehad at sufficiently high level »>o 
daal with this prcjblsra within the govermiant dspartsesnts md agsncissj, 
or between ^vemment end civil comauiiicationa agax^leso Further j at 
this ttuB;, ti»rs is no effective, coordinated guidance of cur great 
civilian coiaaunications potential toward paraparing to meet ofCioiallj 
esteblished national ©siergency objectives ^ S\\ch a situation is riot gced. 

It reflects} the faaling of most Americana over tim yeara that ”it can’t 
happen here,” ratber than a realization that in meae days a ciajor dis- 
aster can and way happen in our country on very short notice o I*ack of 
firm, well-worhed-out nationel plans, recogpiacd aid known by thos» 
rssponsibls for the operation, covsld easily cause a serious br©akda»m 
in communications needed to support vital security operations at a critical 
period o This could directly and adversely affect important intelilgenca 
operations 0 

In v5.ew of this situation, this speoisl recommendation with respect 

to the effective planning for the utilization of our communications— 

elsctronics resources in time of naticnal emergency ie incorporated in 

;thi3 rsporto 
* * - 
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1st Indoraemstit 

To 5 Tte Gornmisa :lon on Organization o£ tha Exseutive 

Brarxch of the GcvemTOont^, V/ashteg'Sion 2^3 D® C® Hay , 1955° 

Tim task forca has reviewed with ijitereat Part 2. of APPEaHJiS I 
conciars with the rscptnaend ationa contaijisd there In o The need for 
adopting the Special Raconunandation is espsclad-ly esnphaaisad^ this 
is balieved to b« of gi'sat importance o 


Hark W® Glark^ Chair aan. 

Task Force on latelligenca Activitiaa 


ijld 
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I,¥ 


I 


TS'aMS OF RErEffiaiCS i\ND (X)?>1PQSITI0K 
OF A PROPOSED 

XHm.LIGMCE OOliM-ON-lCAnOKS AUD ELSCTROMK^S SUSCOMItTEE (ICES) 

OF BIE 

coHa:a?£D bitelligekcs Eoii® (gib) 


Terma of Rsfaronca 

uTi «■ Tiiininiiifi II fiwrrrn 

1, Hs'viww and prodiics racomm&ndationa to tbs CoiEDijied Intelligence 
Board (GIB) ■iirith raapact to all coJsmiinicationa szid electTOnica proposals 


from Intelligence acttyitiss Babich provide for nstf faoilitisa, equipjsen'ta. 

addit.iojial personnel® ©tco* over and almva yhat can be provided from 

existing resources ® The ravlaw to includo as a lainiaum c ms id ©ration of 

tbs original intelligsnoe requireKsnts from which the corsEaunioations ard 

electronicB requiremants -Mere oat^lisbiads ways and naans fs*csn tb® 

techniaal. vieiwpointa that tte domanda scLght bs mst® Tho racormviendations 

should point out iSiich of tbs esasntial demands cm bs met frai existing 

facilities md which should be eiathoriaad as additional facilitieso 

2® Review operations and produce recomT!®ndatioii3 to ti-se GIB or 

furnish guidance directly’ to operating agancias^ to insure that the 

tendency to overemphasise spacial socuri-ty facets in the coimaunicationa 

and electronics aroaa is not producing unnecoasaiy duplication of facili-= 

ties and operations in psacatir?© which would gr^r to ccmplately unrsaiisti® 

figures’ in wartimej and is not producing a sjstsKn which may require con‘= 

aidarabla rasd^uatment of basic oparaticnal practices at a critical tirs 

under prsssurss of a waj.’ or major Rationsl emsrgancyo 

3^> Hake such other technical reviews of cor:n:tj!r.ication3 md 

aloctronica operations j, plans j or projects related ’bo intelligencs as 

Central 

may be requested by the GIB, the Director of/lnt®Hig8nc9,» or any 
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dapartras^nt or in'bslligence (Agency h«ado 


Coaoosition 


1. 

2« 


Conmunications adviser to tlio Secretary of Befena 
Director of tlia Joint Coramunications-Elsotrcnics 


s (Chsirraan) 
Coinriittea of 


0 


ths Joint Chiefs of Staffo 


3o Spacially qualified ad hoc members to deal with special com- 
municatiDVis snd electronics problernSj, as gsgrsed by tbs CI3o They should 
not be Rtembers of an operational activity which has an active interest 
in the svibjeet mder considerationo 
Means to Accomplioh Tasks 

If ■■nr»Tn — > • I ■■-■.. .1- ri 

lo To be ass la tad by qualified individuals or groups in the govern- 
mant service ^ as arranged by the GIB M-th depeximonts ox’ eganoies con-’ 
cemed? 


2 c To ba authorised special civilian consult ants ^ as the 8ubcom= 
mittee may rsqusst from time to time ‘to liasO. with spocial pioblem-So 
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ROUTING 

TO: 

NAME AND ADDRESS 

DATE 

INITIALS 

1 

CZISD/.OIT 



2 




3 




4 





ACTION 


DIRECT REPLY 


PREPARE REPLY 


APPROVAL 


DISPATCH 


RECOMMENDATION 


COMMENT 


FILE 


RETURN 


CONCURRENCE 


INFORMATION 


SIGNATURE 

REMARKS: 

FROM: NAME, ADDRESS, AND PHONE NO. 

DATE 

IRO/DCI 
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Channels 
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Warning Notice 

Intelligence Sources and Methods Involved 
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Unauthorized Disclosure Subject to Criminal Sanctions 
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DISSEMINATION CONTROL ABBREVIATIONS 


NOFORN- 

NOCONTRACT- 

PROPIN- 

USIBONLY- 

ORCON- 

REL . . . 


Not Releasable to Foreign Nationals 
Not Releasable to Contractors or 
Contractor/Consultants 
Caution-Proprietary Information Involved 
USIB Departments Only 
Dissemination and Extraction of Information 
Controlled by Originator 
This Information has been Authorized for 
Release to . . . 
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